Duration

5 days
Cost*
$3,000/ individual

CPE Credit

Participants are eligible for 32 hours of
CISSP CPE credit.

Format**

Course content is delivered as an instructor-
led, classroom style course comprised

of 2 modules and concluding with the
Practitioner Exam. Onsite delivery also
available to qualifying organizations.

Schedule

Sessions are scheduled monthly, but
on-site training can be arranged for classes
of 10 or more. Visit www.HITRUSTalliance.
net for a detailed schedule.

Registration

To register or to request more information,
please call (972) 330-4910
or email education@HITRUSTalliance.net.

*Tuition includes a one-year Standard
subscription to HITRUST Central. For more
information please visit our website

**It is highly recommended that each trainee

comes equipped with a personal computer,
preferably with a Windows Operating System

HITRUST

Health Information Trust Alliance

HITRUST Training for Practitioners

HITRUST offers the only training course designed specifically for healthcare
information security professionals to prepare them for the evolving compliance
landscape shaped by HITECH, HIPAA, CMS and various other federal, state and
business requirements.

HITRUST Training for Practitioners educates healthcare security professionals
about information protection in the healthcare industry and the utilization of

the HITRUST Common Security Framework (CSF) to manage risk. Participants

will develop the skills necessary to implement policies, procedures and technical
controls for the purpose of attaining HITRUST certification. The course is
recommended for any security professional from a healthcare organization
planning to implement the CSF. This course is also required for individuals
working as part of a CSF Assessor organization who wishes to provide HITRUST
and CSF related services. Attendees must pass the Practitioner Exam delivered on
the final day of the course in order to become practitioner certified.

The course includes two modules:

Module 1: Understanding the Healthcare Landscape and Critical Security Risks

Topics include:

« Introduction to HITRUST and the Common Security Framework (CSF)

« Overview of the healthcare industry including key players and how they
interconnect

« Analysis and discussion of trends in the healthcare industry as they relate to
privacy and security (e.g., challenges and constraints, top concerns, where
organizations are focusing their initiatives)

« Overview of the regulatory landscape that affects healthcare organizations
(e.g., compliance agencies, standards, regulations)

- Discussion on the history of privacy, why it is important, trends looking
forward, and how it affects the security organization in the healthcare
industry.

« Analysis of the top threats and breaches of PHI affecting healthcare
organizations and relating this to risks and controls

Module 2 : Utilizing the CSF and CSF Assurance Program

Topics include:

+ A detailed review of the structure of the CSF, including the control
objectives, multiple levels of implementation requirements, risk factors and
authoritative sources cross referenced

« Introduction and overview to the CSF Assurance Program as a means of
managing and communicating security internally and with third parties
(e.g., business associates, customers, vendors)

« Explanation of the difference between CSF Validated and CSF Certified and
the value to an organization

+ Introduction and overview of the tools and methodology for utilizing the
CSF

- Discussion of best practices for adopting the CSF and performing an
assessment

+ A review of the requirements for CSF Certification
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