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%%*’ Abstract

The increasing digitization of health information and the ever changing cybersecurity threat
environment has led to some rather public health data breaches over the past few years. And this trend
will likely continue as healthcare organizations struggle to determine and implement a reasonable and
appropriate set of safeguards. This presentation will show how industry-recognized, control-based
information security and privacy risk management frameworks can be leveraged to
simplify the process, provide a minimum acceptable level of
protection, and satisfy due care and due
diligence requirements.
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INTRODUCTION

HITRUST CSF i Leveraging Control-based Frameworks to Support Risk Analysis © 2015 HITRUSTLLC, Frisco, TX. All Rights Reserved. HITRUST
Health Information Trust Alliance




Multitude of Challenges Managing Risk

A Cost and complexity e T

liance
MS to check hospitals for HIPAA security comp!

T Redundant/inconsistent requirements/standards

v ONPSINE Probing data breach for 130,000

A Confusion s gy

HHHHH
1o pay § 100K for HIPAAs violay
lationy

T What is reasonable, appropriate or adequate?
A Audit fatigue

T Too many audits with subjective requirements

A Increased scrutiny and oversight ————

i

FJX cdata breach: At 45 6M card numbers, It's the
siggest ever

I Regulators, auditors, and other stakeholders

A Growing risk and liability

T Breach and legal costs; regulatory penalties
A Lack of resources

T Limited budgets and trained personnel

A Constantly changing t
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HITRUST Mission

In 2007, the Health Information Trust Alliance (HITRUST) was formed by a group of concerned healthcare organizations out
of the belief improvements in the state of information security and privacy in the industry are critical to the broad adoption,
utilization and confidence in health information systems, medical technologies and electronic exchanges of health

information, all of which are necessary to improve the quality of patient care while lowering the cost of healthcare delivery.

Key Objectives:

Increase the protection of health & other sensitive information

Mitigate & aid in the management of risk associated with health information

Contain & manage costs associated with appropriately protecting sensitive information

Increase consumer&gover nment sd6 confidence in the industry's ability t
Address increasing concerns associated with business associate and 3rd party privacy, security and compliance

Work with federal & state governments / agencies and other oversight bodies to collaborate with industry on information protection
Facilitate sharing & collaboration relating to information protection amongst healthcare organizations of varying types & sizes

o o To Do o Io Do Do

Enhance and mature the knowledge and competency of health information protection professionals
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HI TRUST Al n a Snapshoto

Best known for:
A Developing HITRUST CSF3 in 7th major released and supporting CSF Assurance Program
A Local, regional and national-level cyber preparedness and response exercises for healthcare organizationsd CyberRX

Adoption of CSF
A By 83% of hospitals! (most widely adopted); by 82% of health plans2 (most widely adopted)

Adoption of CSF Assurance
A Over 23,000 CSF assessments in last three years (10,000 in 2014); most widely utilized approach by healthcare organizations and 3rd parties
A Supports the State of Texas Healthcare Information Privacy and Security Certificationi SECURETexas

Supporting Cyber Threat Intelligence Sharing and Incident Preparedness and Response

A Operates Cyber Threat Exchange (CTX) as industry cyber threat early warning system and to automate indicator of compromise distribution
A Federally recognized Information Sharing and Analysis Organization (ISAO)

A Information sharing agreement with HHS and DHS as part of critical infrastructure program

A Partnership with HHS for monthly industry cyber threat briefings and industry cyber threat preparedness and response exercises (CyberRX)

Information Protection Education and Training
A Over 1500 professionals obtained Certified Common Security Framework Practitioner (CCSFP) designationd CSF specific

A Partnered with International Information System Security Certification Consortium, Inc., (ISC)? to develop broader healthcare certified information
security professional credentiald HealthCare Information Security and Privacy Practitioner (HCISPP)

A In 2012, HITRUST began holding an annual nationally-attended conference specifically for health information protection professionals

17 Based on facilities in the 2011 AHA hospital and health system data as of Dec 2012 that have licensed the CSF; 2 i Based on health plans with over 500,000 members as of Dec 2012 that have licensed the CSF HlTRUST
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THREAT ENVIRONMENT
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Threat Environment

The constantly changing threat environment in heal

Healthcare
Threats
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Threat Environment

A Intended to depict risk as a function of the probability a
threat will successfully exploit a vulnerability and its
potential impact

Probability

Information
Security

A Historically cyber security threats to healthcare entities has
been relatively low

Impact
A The threat landscape has now evolved to the point where

cyber threats once considered unlikely occur with

unfortunate regularity e
i Higher maturity of detection & attack tools and methods
(exploits) Ik
i Increased diversity and motivation of attackers (threat actors) 77 i securty
i More electronic information and networked applications | /) T's::'? s:ib‘w

(vulnerabilities)
Impact

10 HITRUST CSF i Leveraging Control-based Frameworks to Support Risk Analysis HlTRUST

Health Information Trust Alliance



Threat Environment

l & A China is coming for you
[ 4
]th 5 Year —— A Other adversaries are also
strengthen public _ ' . active against the healthcare
healthcare infrasfrucfuret : | industry

Sfre%%ﬂ;\je: hzg?k"hcare i Opportunistic

servi

I Targeted
Develop a comprehensive ’

medical insurance system

supply/
developmen% b .
eform public hospital

Bystem
From the CrowdStrike presentation
at HITRUST 2015

HITRUST

11 HITRUST CSF i Leveraging Control-based Frameworks to Support Risk Analysis



Threat Environment

A Some sources for threat information exist in various forms

A Complete threat-vulnerability pair enumeration can
T Resultin literally thousands of threat-vulnerability pairs

i Require expertise and $$ to build and maintain

Threat Type Threat Threat

Threat

Vulnerability

u Category n Subcat egr:-rn
Adversarial Exploit Physical
Attacks
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An attacker can interrupt the
hoot process to obtain root
access to a device.
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RISK MANAGEMENT

HITRUST CSF i Leveraging Control-based Frameworks to Support Risk Analysis © 2015 HITRUSTLLC, Frisco, TX. All Rights Reserved. HITRUST
Health Information Trust Alliance




Risk Management

Ri sk management may be defined as &

A frhe process whereby organizations methodically address the risks attach[ed] to their activities with the goal of
achieving sustained benefit within each activity and acHt

A fATpwcessof managing risks to organizational operations[, ]
operation of an information system, and includes:

T the conduct of a risk assessment;

T the implementation of a risk mitigation strategy; and
I employmentof techniques and procedures for the continuous moni
(FIPS 200)

HITRUST
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Risk Management Process (Life Cycle)

Step 1:
Identify Risks and Define

Protection Requirements

Step 4:
Assess and Report

Step 2:
Specify Controls

Step 3:
Implement and
Manage Controls
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RISK ANALYSIS & CONTROL SELECTION
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Risk Analysis

What is risk analysis (RA)?
A Synonymous awistels s @@NSSs Nd. 4009)

A The process of identifying, estimating, and prioritizingrisksé r esul ting from the operatio
part of risk management, incorporates threat and vulnerability analyses, and considers mitigations provided by security
controls planned or in place (NIST SP 800-39)

A The first step in identifying and implementing safeguards (HHS Guidance
on Risk Analysis Requirements under the
HIPAA Security Rule) ; / .

™

7
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Risk Analysis/Assessment Process (1)

Develop

Inventory Acsass U

and Identify Vilner Determine Assess and
Categorize Threats Sede Impact Rank Risks
abilities
Assets

Classify

Information
Assets

Strategies /
Plan
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Risk Analysis/Assessment Process (2)

NIST process is consistent with DHHS guidance on RA.
Scope the assessment to include all ePHI

Identify & document all assets with ePHI

Identify & document all reasonably anticipated threats to ePHI
Assess all current security measures

Determine the likelihood of threat occurrence

Determine the potential impact of a threat occurrence

Determine the level of risk

o Do Do To To Do Do Do

Document assigned risk levels and corrective actions
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Risk Analysis/Assessment Process (3)

Step 1:
Identify Risks and Define
Protection Requirements

Step 4: Step 2:
Assess and Report Specify Controls

Step 3:
Implement and
Manage Controls
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Risk Analysis & Control Selection

Objective of RA is to support control specification/selection.

Step 1:
Identify Risks and Define
Protection Requirements

Step 4: Step 2:
Assess and Report Specify Controls

Step 3:
Implement and
Manage Controls

21 HITRUST CSF i Leveraging Control-based Frameworks to Support Risk Analysis HITRUST
* Health Information Trust Alliance



Approaches to Control Selection (1)

There are two general approaches to initial / baseline control selection.

1) Conduct comprehensive risk analysis
T Threat & vulnerability assessment
i Information asset valuation
T Information protection control selection
2) Leverage a framework and modify a baseline control standard
T Threat modeling / control selection performed by capable, 3rd party for general threats, vulnerabilities
T Baseline controls based on confidentiality/criticality

i Limited RA performed for organization-unique requirements
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Approaches to Control Selection (2)

Two Approaches To Initial/Baseline Control Selection (Continued)

Threat Type

Threat

Vulnerability

REQUIREMENT STATEMENT

Adversarial

Adversarial

Adversarial

Adversarial

Adversarial

Adversarial

Threat Threat
n Category n Subc,ategorn
Exploit Physical
Attacks
Exploit Physical
Attacks
Exploit Physical
Attacks
Exploit Physical
Attacks
Exploit Physical
Attacks
Exploit Physical
Attacks

Physical Access

Physical Access

Physical Access

Physical Access

Physical Access

Physical Access

An attacker can interrupt the
boot process to obtain root
access to a device.

An attacker can interrupt the
boot process to obtain root
access to a device.

An attacker can interrupt the
boot process to obtain root
access to a device.

An attacker can interrupt the
boot process to obtain root
access to a device.

An attacker can interrupt the
boot process to obtain root
access to a device.

An attacker can interrupt the
boot process to obtain root
access to a device.

All system and removable media boot access shall be
disabled unless it is explicitly authorized by the
organizational CIO for compelling operational needs.
If system and removable media boot access is
authorized, boot access is password protected.

Controls for the access to diagnostic and
configuration ports shall include the use of a key lock.

Supporting procedures to control physical access to
the port shall be implemented including ensuring that
diagnostic and configuration ports are only accessible
by arrangement between the manager of the computer
service and the hardware/software support personnel
requiring access.

Mobile computer devices shall employ physical
protections, access controls, cryptographic
techniques, back-ups, and virus protections at a
iR

Computers that store or process covered information
shall be located in rooms with doors and windows
that shall be locked when unattended and external
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Approaches to Control Selection (3)

Two Approaches To Initial/Baseline Control Selection (Continued)
A Comprehensive RA is difficult for most organizations
A Lack of skilled resources, funding, time; limited information
A Baseline control approach most widely used
T ISO/IEC 27001/27002
T NIST SP 800-53
T HITRUST CSF
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