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Agenda
This session is intended to continue the conversation regarding recent changes
to the Assurance Program. Our agenda will cover the following topics:
• Recent HITRUST Advisories
• New required documents and evidence requirements
• Certified HITRUST Quality Professional (CHQP) Course
• Engagement Executive and QA Reviewer Roles and Expectations via the
Assessor QA Checklist
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Recent HITRUST Advisories
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Recent HITRUST Advisories
HITRUST®, in collaboration with the HITRUST CSF Assessor Council,
periodically announces updates to the HITRUST CSF Assurance Program.
These announcements are designed to provide greater transparency and
ensure continued integrity relating to HITRUST CSF Assessments.
The following announcements were made in January 2019:
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Recent HITRUST Advisories
Ensuring clarity of scope of an assessment – HITRUST Assurance
Advisory 2019-01
• Updated assessment scoping guidance will require assessors, working with
the assessed entity, to include a more detailed description of each system
covered in the assessment’s scope as well as specific details on the
components for each system (e.g., operating system, database system);
service offerings included in the system; and specifications for each service
offering, such as what is in scope, what is not in scope, and what is partially
in scope.
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Recent HITRUST Advisories
Changing the number of qualified HITRUST Certified CSF Practitioner (CCSFP)
hours for HITRUST CSF Validated Assessments – HITRUST Assurance
Advisory 2019-02
• This advisory increased the number of CCSFP resources required to
participate on a validated assessment to at least 50% of the assessment hours.

• This was done to ensure that resources performing assessments were qualified
to perform them.
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Recent HITRUST Advisories
Providing direction for HITRUST Approved Assessor Organizations –
HITRUST Assurance Advisory 2019-03
• This advisory established additional guidance relating to assessor test plans and
aligning those plans to HITRUST CSF implementation requirement statements.
• It also included guidance on acceptable documentation to support the activities
and procedures that were performed.
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Recent HITRUST Advisories
Changes to further ensure HITRUST Approved Assessor quality and
consistency – HITRUST Assurance Advisory 2019-04
• This advisory clarified HITRUST’s expectations for assessor firms performing
independent quality assurance (QA) reviews of the assessment results.
• It established a required training course (CHQP) for those individuals who
perform the QA review.
• It also established an expectation of a QA checklist that would need to be
completed by the engagement executive and QA reviewer.
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Recent HITRUST Advisories
Changes related to Interim Reviews –
HITRUST Assurance Advisory 2019-05
• This advisory formally changed the name of ‘Interim Reviews’ to
‘Interim Assessments’.
• It outlined additional rigor and assurance around the process.
• In addition, it communicated the expectation that Interim Assessments
must now be performed within the HITRUST MyCSF tool.
• As a result of this change, Interim Letters will be issued for all interim
submission post April 1st.
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New Required Documents and Evidence
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New Required Documents and Evidence
There are now six Required Documents that are expected to accompany all validated
assessment submissions. They are:

• Management Representation Letter
• Organizational Overview
• Participation Agreement
• Timesheet (only in the assessor view)
• Test Plan (New)
• QA Checklist (New)

Note – Always us the templates available within the MyCSF tool. These are in your individual
assessment objects.
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New Required Documents and Evidence
The new required documents are the assessor’s Test Plan and the QA Checklist.
The Test Plan should demonstrate how the assessor firm planned the engagement, how
they planned to test the requirement statements, and any additional testing that was
anticipated in regards to the execution of the engagement. These should be developed at
the onset of the engagement.
The QA Checklist, in contrast, occurs at the end of the engagement. It is designed to ensure
that all assessor firms are meeting HITRUST’s expectations for internal review.
We will actually look at a copy of the checklist later in this session.
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New Required Documents and Evidence
In regards to evidence, HITRUST now requires all artifacts and working papers
to be loaded into the MyCSF tool. This was part of the topic for HITRUST
Assurance Advisory 2019-03.
Effectively, this affects any artifact, evidence, test sheet, working paper, etc.
that supports scoring. These documents should be uploaded into MyCSF. They
should also be mapped to their corresponding Maturity Levels by Requirement
Statement.
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Certified HITRUST Quality Professional
(CHQP) Course
15

© 2019 HITRUST

Certified HITRUST Quality Professional (CHQP)
The establishment and expectation of the CHQP class was part of HITRUST
Assurance Advisory 2019-04.
The CHQP course is designed to improve the overall quality of HITRUST CSF
Validated Report submissions.

It is intended to communicate HITRUST’s expectations of assessor firms when
they perform their Internal QA Process. All submissions, regardless of which firm
submits them, must meet HITRUST’s expectations for quality and consistency.
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Certified HITRUST Quality Professional (CHQP)
The course is designed for those individuals responsible for ensuring quality
work products from their practices.
• Candidates for this course should be; Engagement Executives, those
individuals who perform QA within the firm, or any other CCSFP professional
• Candidates must be a CCSFP to order to take the CHQP course
• The course is CBT and was made available in early May
• At least 2 people at each assessor firm must be certified
• All individuals that perform QA for an assessor firm must be a CHQP
• You must pass the CHQP course with a 100% score
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Engagement Executive and QA Reviewer
Roles and Expectations
via the Assessor QA Checklist
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The Assessor QA Checklist
The Assessor QA Checklist is one of the new required documents and was part
of HITRUST Assurance Advisory 2019-04.
The checklist breaks down the minimum set expectations of the assessor firm
by responsibility. A completed copy of the checklist is required for each
submission and the most current copy of the template can always be found
within the MyCSF.
It is expected that only those individuals who have completed the CHQP class
will be able to complete the QA Checklist.
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The Assessor QA Checklist
The following slides present
the current checklist. Let’s walk
through each of the points.
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The Assessor QA Checklist
Note that the checklist is expected to
be signed by both the Engagement
Executive and the QA Reviewer
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The Assessor QA Checklist
An additional yes/no question has also been added to the checklist. If the
response to the question is ‘Yes’, then additionall details about the firm’s efforts
around design and/or implementation should be included as an attachment.

22

© 2019 HITRUST

Open Discussion and Questions
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Visit www.HITRUSTAlliance.net for more information

To view our latest documents, visit the Content Spotlight
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