Leveraging HITRUST Programs for NIST Assurance
Current State
Douglas Hildebrandt – Director Cybersecurity Assurance Services

Mayo Facts
• Mission Statement: To inspire hope and contribute to health and well-being
by providing the best care to every patient through integrated clinical practice, education and
research.
• Primary Value: the needs of the patient come first
• Patients: Mayo Clinic provided direct care for 1.3 million people from all 50 states and 136
countries in 2017
• Employees: More than 63,000 people drive the engine of the organization’s patient-centered
mission, advance important research and educational initiatives, and position Mayo Clinic as
a key voice for the future of health care.
• Integrated Practice, Research and Education
– Total Revenue, Gains and Other Support of $12 Billion
– Total research and education funding exceeded $1 billion – $556.5 million from Mayo
Clinic and benefactors and $512.1 million from external sources.
–

https://www.mayo.edu/pmts/mc7300-mc7399/mc7360.pdf?_ga=2.26935743.322163158.1558541533-1856260046.1558541533
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Overview

NIST CSF
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NIST CSF
• Version 1.0 – 5 Functions & 22 categories
• Version 1.1 – – 5 Functions & 23 categories – Supply Chain
• Maturity
– Scale 1 to 5
– Policy, Procedure, Technology

– Quarterly
– 3rd Party Reviewed
– Coverage
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NIST CSF Version 1.1
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NIST CSF – 23 Category
• ID.SC-1: Cyber supply chain risk management processes are identified, established, assessed, managed,
and agreed to by organizational stakeholders
•
• ID.SC-2: Identify, prioritize and assess suppliers and third-party partners of information systems,
components and services using a cyber supply chain risk assessment process
•
• ID.SC-3: Suppliers and third-party partners are required by contract to implement appropriate measures
designed to meet the objectives of the Information Security program or Cyber Supply Chain Risk
Management Plan
•
• ID.SC-4: Suppliers and third-party partners are routinely assessed to confirm that they are meeting their
contractual obligations. Reviews of audits, summaries of test results, or other equivalent evaluations of
suppliers/providers are conducted
•
• ID.SC-5: Response and recovery planning and testing are conducted with suppliers and third-party
providers
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Overview

HITRUST
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HiTrust
• Data Protection Standard
• Industry Regulation Framework Management
• Organizational Controls – Level 1, 2, 3
• Hygiene
• Scientific Method – Common Language
• Opportunistic
• Quarterly Reporting
• TPRM
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Breakdown
~348 controls

284 controls

System C
System B
System A

~916 (L2/L3) controls

Procedure: Formal, up-to-date documented
policies or standards exist and are readily
available to employees.

Policy: Procedures are provided to
implement the security controls clarifying who
is to perform what, when, where, and how.
Implemented: Each element of the
requirements statement is implemented in a
consistent manner everywhere that the
procedure applies.
Measured: Operational reviews are
performed and metrics collected to evaluate
the adequacy and effectiveness of
implementation.
Managed: Action is taken to address
identified weaknesses in control
implementation.

Organizational

Application/System
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Datica
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Datica, formerly Catalyze, is a leader in healthcare’s
migration to the cloud.
Customers across
segments of healthcare
▪
▪
▪
▪

Health Systems – Emory, Hurley,
Stonybrook, Hennepin, KU
Payors –Blue Shield of California,
United
Life Sciences – J&J, Amgen
Solutions Providers – Voalte,
Specialists on Call, Healthloop

Datica by the numbers
▪
▪
▪
▪
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150+ customers across US, Europe, Asia
Powering digital health at over 250 health
systems
Over 100 million patient records exchanged
and maintained in the cloud
Support for major cloud providers– AWS,
MS Azure, Google
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The cloud is new
• A plethora of new, cloud-based solutions using a plethora of new,
CSP services expose covered entities to risk when they exchange
data
• Lack of transparency and clear chain of shared responsibility for
covered data
• Challenging to maintain information and data governance
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Our challenge is exponential
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HITRUST is our DNA
• Internal rigor and alignment. We wanted to force a level of information
security and organizational structure into everything we do as well as
create a common language to discuss risk and cybersecurity.
• External validation. We wanted to signal that we take information
security management seriously and raise the standard in the industry.
• Marketing. We wanted to leverage HITRUST, and our experience
using it, to generate content for, and add value to, our content
marketing strategy
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NIST through HITRUST
• The overarching goal, the reason we’re all here, is to effectively
manage risk to systems and ultimately data. The NIST CsF functions
of identify, protect, detect, respond, and recover align with that goal.
• Similar to leveraging HITRUST for SOC2, HITRUST enables
harmonization across frameworks, work we could never do or
maintain ourselves.
• Datica is at the start of our journey through HITRUST to NIST.
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How we plan to use the NIST CsF
• HITRUST provides specific guidance NIST. Actionable approach to
leveraging NIST CsF.
• Expands our language set for our customers, especially those that
work with the government. HITRUST is an invaluable Rosetta Stone
of regulations and controls.
• Datica plans to create custom profiles leveraging the NIST CsF to
prioritize budgeting and target areas to better manage risk. We’re a
small organization with competing priorities.
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Discussion / Questions

17

© 2019 HITRUST

Visit www.HITRUSTAlliance.net for more information

To view our latest documents, visit the Content Spotlight
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