HITRUST CSF Beyond Just Healthcare
Track: Travel/Hospitality/Finance
Tuesday, May 21, 2019 4:30pm to 5:15pm

Moderator/Panelists

Introductions
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Moderator: Jay Trinckes
• Company: NCC Group
• Title: Principal Security Consultant
• Credentials: CISM, CISSP, CRISC, PECB ISO/IEC 27001 Sr. LA and Sr. LI, HITRUST CCSFP, and NSA IAM/IEM, CMS EDE
Auditor. Specializing in healthcare, medical devices, and privacy to include GDPR and CCPA.
• Qualifications: Jay leads the healthcare practice by assisting clients in managing their IT risk to ensure they are not subject to
cyber-attack along with helping them validate their compliance with IT regulations such as HIPAA. NCC Group offers
assessments, penetration tests, and advisory services that drive clients to better security and compliance. Jay has a wide range
of experience in information security consulting, privacy, auditing, computer networks, vulnerability/penetration testing,
compliance, and risk assessments.
• Book Author:
– How Healthcare Data Privacy Is Almost Dead…and What Can Be Done to Revive It! (2017)
– The Definitive Guide to Complying with the HIPAA/HITECH Privacy and Security Rules (2012)
– The Executive MBA in Information Security (2009)
• Former: Chief Information Security Officer for a couple of private and non-profit organizations as well as a former law
enforcement officer in the state of Florida.
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Panelist: Shane Lewis
• Company: Semafone
• Title: Information Security Manager
Shane has over 15 years’ experience in Information Technology and Information Security and is a Certified Information
Security Manager (CISM), Certified in Risk and Information Systems Control (CRISC) and an ISO27001 Lead
Implementer (CIS LI). Shane is responsible for securing Semafone’s information assets, maintaining and retaining the
company’s PCI DSS level 1 service provider and ISO27001 certification. Prior to joining Semafone, Shane was based
at international retailer Fat Face, where he managed the implementation of PCI DSS. Prior to this he worked in
financial services with a variety of brands including Barclays, Co-op, GE Money, HSBC and Lloyds Banking Group.
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Panelist: Joe Meyer
• Company: NCC Group

• Title: Director
• Credentials: QSA, PCIP, HITRUST CSF Assessor, CCSK, CRISCISO 27001/2:2013 Certified Lead Implementer;
CMS DE Proxy Auditor
• Qualifications: Joe has over 18 years of experience working in the information technology arena. His experience expands across multiple
industries including retail, healthcare, finance/banking, pharmaceutical, education, and government. Joe’s skills are utilized to develop and lead
multiple service disciplines and offerings, and for ensuring the quality and timeliness of Consulting services. Joe also provides subject matter
expertise to help clients align their security goals with regulatory and industry standards, to include ISO 27001/2, HIPAA/HITECH, PCI DSS,
FISMA, GDPR, and SOC Audits.
• Publications:
– Author of “The Tablet Invasion: The Tablets are coming, the tablets are coming!!, The Introduction of Tablets and other
Enterprise Mobility Devices into the Sensitive Data World.”
– Biometrics, Voice Recognition, DNA- The Next Security Layer? Not So Fast!
– Access Management in Healthcare Evolves
– Safeguarding PHI: Overlooked Steps
– Lack of security risk assessment could trim Medicare payments
• Major Assignments: Leadership of the Consulting Practices’ Healthcare/ HIPAA and HITRUST Programs ISO 27001/27002 Program and
consultants delivering assessments and engagements. Engagement management for large and complex retailers, corporate organizations,
service providers, restaurants, and franchisees. Quality Assurance of all project lifecycle deliverables. Process Development for IT GRC’s suite
of services. Delivery of regulatory and industry-focused assessments for organizations of all sizes across multiple industries including retail,
healthcare, finance/banking, education, and government.
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HITRUST CSF IS NOT SOLELY HEALTHCARE ANYMORE

Background
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Background
• We are finding an ever increasing interest in the HITRUST CSF and the
validation/certification that HITRUST offers through its HITRUST CSF Assurance
Program
• Although HITRUST CSF was primarily focused on healthcare, the HITRUST CSF has
resonated well with other industries and in other countries
• Organizations have responded positively to the HITRUST NIST CsF Certification as
well as news on efforts in the GDPR Certification space
Discussion:
• Tell us a little bit about your companies
• Why did the HITRUST CSF appeal to your organization?
– (Assessor Perspective)
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Leader in PCI DSS Compliance for Contact & Call Centers
• Semafone’s mission is to secure the world’s personal data while protecting the reputations of its most valuable brands.
• Founded in 2009 to tackle compliance challenges faced by the UK contact center industry, today we employ over 100
people in Europe, North America and Australia, and our customer base spans 25 countries across five continents.

• We operate across all markets. This approach is reflected in our customer base which includes brands as varied as Aviva
Canada, Amica Mutual Insurance, British Heart Foundation, Flow Energy, Next, Rogers Communications, Santander, Sky and
Virgin Holidays.
• Our growth has been fueled by long-term partnerships with some of the world’s leading network and telecommunications
specialists including Amdocs, Gamma Telecom, Genesys, Sabio and SecureCo.
• But that’s not all. As a recognized global leader in secure voice transactions, Semafone’s technology is integrated with over 30
Payment Service Providers.
• Semafone is well funded; major investors including Octopus Ventures and BGF (Business Growth Fund) and is accredited as a
PCI DSS Level 1 Service Provider and an official Visa Merchant. Cardprotect when deployed on-premise is PA DSS certified.
We have achieved certification for our information security management system to ISO27001:2013 and our technology is
patented in the US and the UK.
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The global experts in cyber security & risk mitigation

• In today’s threat landscape understanding the risks your organization and customers
are exposed to is more important than ever.
• Understanding the impact and what you can do to make your organization more
resilient is key to protecting brand, reputation and sensitive customer information.
Building a cyber-resilient organization can be a complex process but it’s not impossible.
• Through an unrivalled suite of services, we provide organizations with peace of mind
that their most important assets are protected, available and operating as they should
be at all times.

• With our knowledge, experience and global footprint, we are best placed to help
businesses identify, assess, mitigate & respond to the risks they face.
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Companies Outside of Healthcare/US

Benefits
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Benefits
• Assess once and report many times
• Mappings
• Confirmation that security is taken very seriously that is validated by an
independent assessor
Discussion:
• How does the HITRUST CSF and the HITRUST Assurance Program benefit your
company even though it is not a healthcare organization?
• Assessor Perspective – What are we seeing in the industry regarding trends of
non-healthcare organizations seeking HITRUST Assurance?
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HITRUST Efforts

Challenges/Opportunities
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Challenges and Opportunities
• Organizations are faced with a multitude of challenges when it comes to keeping their
covered information private and secure
Discussion:
• What are some of the challenges that your particular organization faces when it comes
to protecting sensitive information?
• What are some of the opportunities following a standardized control framework like
HITRUST CSF brings to your organization?
• Assessor Perspective – What kind of challenges are you seeing with clients when it
comes to protecting sensitive Information? What kind of opportunities?
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Service Provider Requirements

Competitive Advantage
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Competitive Advantages
• Feedback in many industries is that complying with the HITRUST CSF and obtaining a
HITRUST Validation with Certification provides a competitive advantage along with a
marketed distinction from competitors
• Companies may lose business or may not be able to qualify for certain RFPs if they don’t
go through the HITRUST Assurance Program
Discussion:
• Do you feel that obtaining a HITRUST Validation with Certification is a competitive
advantage for your organization?
• Have you ran into situations where not having a HITRUST Validation with Certification
created additional burden and/or loss sales?
• Assessor Perspective – What are clients saying about competitive advantages of
HITRUST? Why do you think this is the case?
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Obtaining HITRUST Certification with Validation

Process
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Process
• HITRUST Assurance Program is hard and could be complicated to navigate
• Having a proven process and working with an experienced assessor firm can make the
process run smoothly
Discussion:
• Where in the process is your organization?
• When did your organization get validated or what is the expected time frame to
get validated?

• How was the process or how is the process going?
• Assessor Perspective – Why do you think it is important for clients to go through a
standardized process for HITRUST Assurance?
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Proven Process - SMARTS
Readiness Assessment
Facilitated Self-Assessment
Validated Assessment
Interim Review

To perform a Healthy Assessment, you must EAT.
• Examine evidence provided for review
• Assess through interviews and observations
• Test through sampling, technical tests, and/or
exercise (example: incident response and
business continuity plans)

Scope

Map

Analyze

Review

Test

Submit

• Most Important
• Ensure appropriate
coverage

• Existing
Policies/Procedures to
Controls

• Examine Documents
(Policies/ Procedures)
• Examine Other
Evidence

• Analyze Evidence to
Ensure Design
Effectiveness
• Assess through
Interviews/observations

• Test – Sample to
Ensure Audit Plans are
Met and Controls
Implemented
Effectively

• QA
• Internal QA
• Review of Audit Plans
• Review of Working
Documents
• HITRUST QA Process
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Other Industries/Countries

Perception of HITRUST CSF
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Perception
• As discussed earlier, HITRUST is perceived to be healthcare related and US only
Discussion:
• How is HITRUST CSF being perceived in your industry/country?
• Assessor Perspective – What kind of thoughts, ideas, or feelings do we see clients having
over HITRUST? Do you think there is a growing trend of acceptance for HITRUST?
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HITRUST CSF Maturity

Future Endeavors
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Future Endeavors
• HITRUST CSF is becoming more recognized in other industries and countries as the
‘de facto’ standard for security and privacy
Discussion:
• What is your organizations future compliance endeavors?
• How do you see your HITRUST CSF work is going to impact these areas?
• Do you have plans along with management commitment to strengthen your maturity
through the HITRUST CSF?

• Assessor Perspective – How do you see clients strengthening their security and
privacy posture?
– Bonus Question: How are privacy concerns being addressed?
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Additional Comments/Questions

Thank You
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Visit www.HITRUSTAlliance.net for more information

To view our latest documents, visit the Content Spotlight
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