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Agenda
• Introduction – HIPAA in the Crosshairs.
• HIPAA Regulations 2019 – The Omnibus Rule; Enforcement
Discretion and Civil Monetary Penalties
• HIPAA Enforcement – 2018 Enforcement and Cybersecurity
• New Directions for the Future – Roger Severino, OCR Director, at the
2019 Healthcare Information and Management Systems Society’s
Conference
• Provider Internal HIPAA Audit Priorities

2

© 2019 HITRUST

Introduction

HIPAA in the Crosshairs
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HHS Press Release, February 7, 2019:
2018 is All-Time Record Year for HIPAA Enforcement
• In 2018, OCR settled 10 cases and secured one judgment, together
totaling $28.7 million.
• Surpassed the previous record of $23.5 million from 2016 by 22%.
• OCR achieved the single largest individual HIPAA settlement in
history of $16 million with Anthem, Inc. – a nearly 3x increase over
the previous record settlement of $5.5 million in 2016.

4

© 2019 HITRUST

HIPAA Regulations 2019

The 2019 Omnibus Rule; Enforcement
Discretion and Civil Monetary Penalties
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The 2019 HIPAA Omnibus Rule
• Effective March 26, 2019; Covered Entities and Business Associates
have until September 23, 2019 to comply.
• Extensive modifications to the HIPAA privacy, security and
enforcement rules. Changes include the application of many security
and privacy requirements to business associates and their
subcontractors.

• An interim final version has been in effect since September 2009. The
new version clarifies requirements for when a breach must be
reported to authorities.
• A rule spelling out that using genetic information for insurance
underwriting purposes is a privacy violation under HIPAA, as well as
discriminatory under the Genetic Information Non-Discrimination Act.
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The 2019 HIPAA Omnibus Rule: More Details
• Strengthen the limitations on the use and disclosure of PHI for marketing/fundraising;
• Prohibit the sale of PHI without individual authorization;
• Expand individuals' rights to receive electronic copies of their health information;
• Restrict disclosures to a health plan concerning treatment for which the individual has paid
out of pocket in full;
• Require modifications to, and redistribution of, a covered entity's notice of privacy practices;
• Modify individual authorization and other requirements to facilitate research and disclosure of
child immunization proof to schools and to enable access to decedent information by family
members or others; and
• Enhance the enforcement rule, adding provisions addressing enforcement of noncompliance
with the HIPAA rules due to willful neglect and incorporating the increased and tiered civil
money penalty structure required under the HITECH Act.

7

© 2019 HITRUST

Notification of Enforcement Discretion Regarding HIPAA
Civil Money Penalties
• On April 26, 2019, HHS issued a Notification of Enforcement
Discretion to announce a change – “correction” – in its application of
the regulations governing civil money penalties under HIPAA’s
administrative simplification rules.
• As background, the Health Information Technology for Economic and
Clinical Health (HITECH) Act established four categories of
violations—and corresponding penalty tiers—that reflect increasing
culpability.
• On January 23, 2019, HHS adopted a higher limit of $1.5 million for all
four categories.
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Notification of Enforcement Discretion (cont.)
• Under the new interpretation, the dollar caps for violations of identical
provisions in a calendar year will be reduced from $1.5 million to the
following dollar amounts in the first three tiers:
– Tier 1—Person did not know (and, exercising reasonable diligence, would
not have known) of a violation: $25,000
– Tier 2—Violation was due to reasonable cause and not willful neglect:
$100,000
– Tier 3—Violation was due to willful neglect and was timely corrected:
$250,000

• For a Tier 4 violation, involving willful neglect that was not corrected, the
$1.5 million cap remains unchanged.
• Notification’s penalty structure will be in effect until further notice, subject
to annual inflation adjustments.
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Impact of Enforcement Notification
• Notification appears to contradict statements made by Roger
Severino at January, 2019 HIMSS Conference.
• Lower CMP limits may result in lower settlement amounts since
penalty caps reduce OCR’s negotiating leverage.
• Prior enforcement penalties – including the record-breaking penalties
in 2018 – would have been significantly lower under Notification.
– A children’s hospital in Texas was assessed a $3,217,000 HIPAA penalty
in 2017 based entirely on “Tier II” violations.
– Under Notification, OCR would impose just over $800,000 in penalties on
the very same factual findings and legal conclusions.
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HIPAA Enforcement Activities

Focus on Cybersecurity
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HIPAA Enforcement: Cybersecurity
• According to a February 12, 2019 Press Release from Protenus, a
developer of analytics for patient privacy monitoring and compliance,
15,085,302 patient records were breached in 2018 – three times greater
than the number of records breached in 2017.
• A growing number of these breaches relate to third-party hacking,
ransomware, and related malware incidents.
• Recent enforcement actions highlight the growing IT/hacking threats in
healthcare.
• Wall of Shame: 6 of top 10 reported breaches (by number of individuals
affected) relate to hacking/IT Incidents.
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Anthem
• $16 million fine
• 2015 breach result of cyber-attackers infiltrating Anthem’s systems
through spear phishing emails.
• Cyber-attackers stole the ePHI of almost 79 million individuals,
including names, social security numbers, addresses, and dates of
birth.
• Largest breach of information in history.
• $16 million fine paid by Anthem eclipses the previous high of $5.5
million.
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University of Texas MD Anderson Cancer Center
• $4,348,000 in penalties.
• Settlement was the result of three separate breach reports in 2012 and
2013 arising out of the theft of an unencrypted laptop and the loss of two
unencrypted thumb-drives.
• The ePHI of more than 35,500 individuals was compromised, but it
seems as if the core of the OCR’s complaint (and subsequent fines) was
that MD Anderson had adopted policies regarding the encryption of all
devices as early as 2006, but failed to implement its own policies.
• MD Anderson argued that it was not required to encrypt the “research”
data.
• Lesson: Beware of policies that exceed legal requirements
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Advanced Care Hospitalists
• Florida hospitalist group agreed to settle a claim with OCR for $500,000 and the adoption of a
substantial corrective action plan.
• ACH hired a “phony” representative of Doctor’s First Choice Billings, Inc.
• No BAA
• Local hospital saw PHI on the First Choice website.
• 9,200 patients could have been affected.
• OCR concluded that ACH was at fault for not taking steps to protect the information.
–
–
–
–
–

No BAA
No “enterprise-wide” risk analysis;
Security measures missing;
Missing HIPAA compliant policies and procedures; and
Failure to monitor or audit the vendor’s compliance with HIPAA requirements.

• Lesson: Conduct

Due Diligence!
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OCR Cybersecurity Concerns
• OCR concerned about the volume of email data breaches.
• Phishing identified as a major problem area in healthcare.
• Failures to address email security risks are likely to attract OCR’s
attention in 2019.
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New Directions

Where Will OCR Go Next?
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News from the 2019 Healthcare Information and
Management Systems Society’s Conference
• At HIMSS 2019, Roger Severino, OCR Director, gave no indications that HIPAA
enforcement in 2019 would be eased.
– What about April 2019, Enforcement Notification?

• OCR will continue to focus on HIPAA noncompliance: Covered Entities that have
disregarded the duty of care to patients with respect to safeguarding their PHI.
• OCR will impose substantial penalties on entities that have a culture of
noncompliance and when little to no effort has been put into complying with the
HIPAA Rules.
• Audit and enforcement focus on:
–
–
–
–
–

The failure to conduct comprehensive risk analyses,
Poor risk management practices,
Lack of HIPAA policies and procedures,
No BAAs, and
Impermissible PHI disclosures.
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Provider Internal HIPAA Audit Priorities

Those who do not learn history are doomed
to repeat it.
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HIPAA Compliance – Internal Audit Priorities
• Business Associate Agreements – Do you have them and are they upto-date?
• Undertake significant due diligence on business associates before
entering into vendor arrangements.
• Contract and enforce vendor participation and cooperation in HIPAA
compliance program.
• Include strong covered entity audit rights in vendor agreements.
• Exercise audit rights.
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Internal Audit Priorities (cont.)
• Keep abreast of community standards; are you using the right
policies/procedures/technology for the job?
• As business changes, HIPAA compliance practices may need to
change.
• Consider encryption of mobile devices and thumb drives which are
easily misplaced, and/or ancillary devices that routinely have minimal
security protections (e.g., connected speakers).
• Develop policies for retrieval of mobile devices and PHI on mobile
devices – when a user leaves a covered entity; when a device is
reassigned.
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Internal Audit Priorities (cont.)
• Covered Entities should take specific action to ensure that any and all
cybersecurity (or other) breaches are treated as opportunities to
update policies and procedures relating to the Covered Entity’s overall
security management process.
• Covered Entities should review all vendor and contractor relationships
to ensure that BAAs are in place as appropriate and ensure that these
agreements address the requirements of HIPAA (e.g., breach,
security, and incident reporting obligations).
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Questions?

Kenneth Yood, Esq.
Sheppard, Mullin, Richter & Hampton, LLC
(310) 228-3708
kyood@sheppardmullin.com

Visit www.HITRUSTAlliance.net for more information

To view our latest documents, visit the Content Spotlight
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