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Stolen Data Worth
 The average person’s identity is “worth” $1,170
on the dark web.
– Includes basic proof of identity, credit and
debit information, online banking
information, and logins for various social
media accounts.
– “Fullz” Information: full packages of a
individuals’ identifying information.
 Like a regular market economy, darkweb
products/services fluctuate in prices.
 Cyber criminals consider PII a cheap, tradable
commodity.
 Other types of sought out info include: Loyalty
accounts, diplomas, passports, and any type of
login credentials to websites.

Source: Knowbe4

Source: Experian, 2017

Source: Top 10 VPN
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Medical Data Uses
 Medical records purchased on the dark web can be used in a
variety of malicious ways
Medical Identity Theft
Utilizing someone else’s personal medical
information to obtain medical services
−
−
−

Prescriptions for drugs
Surgeries and medical procedures
False medical insurance claims

“Weaponizing” healthcare data
Using sensitive healthcare data to threaten, extort, or
influence individuals
−
leverage for ransom payments
−
Can be real or doctored data
−
Public figures and VIPs highly
susceptible

Financial Fraud

Cyber Campaigns

Using PII in medical records to establish
credit/banking profiles for financial gain.
−
Healthcare organizations often carry
financial data of individuals
−
Loans and lines of credit often
require data found in medical records
−
False tax return claims

Using healthcare data to support hacking campaigns
−
−

Contact information can be targeted for
phishing and scams
Credential/authentication information can
be used for access/privilege escalation

Source: Mcafee, creditkarma, creditinfocenter
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Stolen PHI Data Path
1. Patients/Consumers entrust PHI to
organizations
2. Malicious actors breach health organizations
to obtain the PHI
3. The PHI is placed on dark web markets for
sale
4. Other criminals purchase the PHI with
cryptocurrency
5. The PHI data is used to commit fraud,
attacks, and scams that impact individuals
and organizations

5
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From Vulnerability to Compromise
1.

Vulnerability Identified: A technical vulnerability is
discovered, verified, and disclosed.

2.

Exploit Development: Security researchers and
malicious cyber actors create code designed to exploit
the specific vulnerability.

3.

Exploit Published: A fully functioning exploit is made
available on the Internet either publicly or in
underground exploit marketplaces.

4.

Weaponization: Malicious actors acquire the exploit
and modify it to suite their needs. May be repackaged
as an exploit kit or incorporated into malware and
placed back into underground markets.

5.

Compromises: The modified exploit is used to
compromise systems.

Adversarial views of public vulnerability disclosures

Source: Recorded Future
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Exploit Trends
Public exploits are commonplace
 Over 4,000 exploits published between 2017 and
2018 on just Exploit-DB
– ~41,000 in total

 Approximately 41.5% of all vulnerabilities for 2018
had an exploit available or sufficient information
was available to create one.

– Other exploit databases/repositories
▪ Github
▪ Packet Storm
▪ Inj3ct0r
–

Does not include dark web sources

2018 vulnerabilities with exploits or PoCs

Sources: Exploit-DB, Wired, Packet Storm, Risk Based Security
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HHS Cyber Organizations Supporting the Sector

U.S. Dept. of Health
and Human Services

Healthcare
and Public
Health (HPH)
Sector

HC3
Cyber Knowledge,
Coordination, and
Event Analysis &
Research

ASPR

405(d)/HICP

Critical Infrastructure,
Incident Response,
and Hazards

Resources and
Best Practices
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HC3: Sector Information-Sharing Partner
The Department of Health and Human Services (HHS) created the Health Sector
Cybersecurity Coordination Center (HC3) to help identify, correlate, and
communicate cybersecurity information across the Healthcare and Public Health
(HPH) sector.
HC3’s Role Helping the Sector
➢ Ensure cybersecurity information sharing is
coordinated with the HPH sector, including within
HHS and with government partners.

HPH
Sector

➢ Facilitate access to knowledge-based resources
necessary to support robust cybersecurity
programs, and mitigate damage in security
breach situations.

HC3 focuses on assisting private-sector entities in defending
against cybersecurity threats and ultimately reduce risk.
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HC3: Core Functions
HC3 is composed of two core functions. As HC3 continues to mature operationally,
the center strives to increase its reach and ensure shared information is impactful to
the HPH sector as a whole.
Cyber Threat Intelligence
• Provides timely and actionable information tailored to healthcare needs.
• Leverages partner organizations to reach large stakeholder set.
• Research incidents for product enrichment.

Cyber Engagement
• Foster, maintain, and mature partnerships with the private and
public HPH sector.
• Strengthen coordination and communication activities across
private and public HPH sector.
• Facilitate incident notifications with law enforcement partners.

HC3 is helping provide the right information in front of the
right teams at the right time.
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HC3: Sector Engagement Scenario
In a collaborative effort with its partners, HC3 led the notification of a breach to a
37-site elder care organization.
Scenario: A malicious actor targets a HPH sector organization and successfully infiltrates their systems.

1 A partner organization observed the
affected entity’s domain admin
credentials being sold on the dark web,
and reached out to HHS.

3 The organization took steps to initiate
risk mitigations to prevent further
damage (i.e. financial crime, malspam,
or ransomware incident).

2 Within 4 hours of informing HC3, the
center compiled recommendations for
remediation, providing them to HHS’s
Office of Inspection General (OIG) and
law enforcement, who contacted the
affected organization.

Maintaining open and closely-held information flows amongst
entities is critical in supporting cyber defense efforts.
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HC3: Product Example (White Paper)
In March 2019, HC3 developed and released a white paper on Business Email
Compromise (BEC) with situational background and protection strategies for the
sector. The below screenshot represents one section of the product:
White Paper: Business Email Compromise (BEC):
Deception and Theft
Unclassified (U) – TLP: WHITE

High-level situational
background information
providing context for nontechnical audience.

Summarized protection
strategies here, with details in
subsequence sections for
technical and non-technical
audiences.
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HC3: Product Example (Cyber Threat Briefing)
In February 2019, HC3 released a cyber threat briefing on Ryuk Ransomware with
updated situational context and protective strategies from a prior product. The
below screenshot represents one section of the product:
Cyber Threat Briefing: Ryuk Ransomware
Unclassified (U) – TLP: WHITE

High-level situational
background information
providing context for nontechnical audience.

Within the briefing, the
delivery workflow of the
threat and significance to
the HPH sector is
explained for both
technical and nontechnical audiences.
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HC3: Recent Achievements
HC3 continuously strives to increase its reach and refine its capabilities to ensure
information shared is impactful to the HPH Sector. Recent achievements include:
Private-Sector Alerting

1

Since January, HC3 identified several malware
campaigns affecting the HPH sector, and
notified 14 private-sector entities to take
action and
prevent
further
damage.
• HPH
Sector Trends
and Targeting
–
develop an HPH-wide view with sector-wide
correlation analysis to tailor products to
affected audiences
• Post-Incident Resources – develop
Cybersecurity
Threat
procedures and
capability forProducts
post-incident

Achievements

2

and risk-informed analysis
HC3 developed
and distributed over 100
• Outward-Facing Platform – develop an
products access-controlled
amongst the
HPH
Sector,
web portal
allowing
sector and
stakeholders
to
securely
retrieve
threat
received product
recognition from DHS/NCCIC
products and mitigation strategies
which then
proceeded to distribute to ALL
• NCCIC Partnership – mature its critical
partnership with the DHS National
Federal Agencies.
Cybersecurity and Communications
Integration Center (NCCIC) for closer
collaboration on sector events
• Federal Healthcare Partnership – elevate

existing Phone
capabilities to more
efficiently
Designated
Line
(9am-5pm, M-F)
enable security teams to search for

3

malicious
activity across our
networks analysts, and
Established
procedures,
trained
configured a centralized phone to support
incoming HC3 calls.
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Healthcare and Public Health (HPH) Sector Benefits
HHS, through HC3, cultivates its operational partnerships with the private sector
with a focus on enabling broader outreach and awareness into large segments of
the sector.
Audience ranges
from executives,
practitioners,
InfoSec, and
other users

Aimed for use across
varied audiences

Information sharing
among differing
organizational levels

Sector
Benefits
It is critical for
uninterrupted care
delivery and patient
safety

Cybersecurity
Awareness

Enterprise Risk
Management

Small, medium, and
large healthcare
organizations can vary
in their level of
cybersecurity maturity
and needs

Cybersecurity should
be treated as an
enterprise issue, not
just an IT issue

The Department has a lead role in improving the security of
the sector and recognizes collaborative public-private
partnerships are necessary to improve sector cybersecurity
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HC3: Engagement & Contact Information
How to Engage
 Information Sharing
 Suggestions for Whitepapers or Briefings
 Send us your questions

HC3 Engagement

Greg Singleton – Director
Greg.Singleton@hhs.gov
Mailbox: HC3@hhs.gov
Phone Line: 202-691-2110
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Questions
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