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Agenda

• Introductions

• Understanding the HITRUST Certification

• The Journey to Certification

• The Interim Assessment

• HITRUST CSF® + SOC 2

• The HITRUST Approach

• Frequently Asked Questions

• Q&A
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Introductions
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Matt Datel

Since joining HITRUST in 2017, Matt has been focused on the growth strategy for

HITRUST and its Assessor Community. In his role as Director of Education &

Strategic Initiatives, Matt oversees the Assessor Program and the HITRUST

Academy. He serves as the key point of contact for all CSF Assessor

organizations and assists them with their strategic efforts to see continued

success in the program. As a part of Matt’s role, he assists new organizations

looking to join the CSF Assessor Program. Matt also focuses on the continuous

improvement of the HITRUST Academy courses and development of new content.

Matt leads the HITRUST Assessor Council and the HITRUST Third Party Assurance Council. He

brings years of experience from PwC, where he worked on a variety of engagements, including year-

end financial statement audits, HITRUST CSF, SOC1, SOC2, strategic consulting and SOX

compliance. Matt is a Certified Information Systems Auditor, Certified Fraud Examiner, and holds a

Bachelor of Science in Accounting as well as a Forensic Accounting and Fraud Examination Graduate

Certificate from West Virginia University.
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Ken Vander Wal

Ken is the Chief Compliance Officer at HITRUST which involves providing supervision

and oversight to the HITRUST CSF Assurance program. In this capacity, he is

responsible for ensuring the quality, completeness and adequacy of the work

performed by CSF Assessor organizations. He joined HITRUST after retiring from Ernst

& Young where he was a partner in the Technology and Security Risk Services (TSRS)

practice and responsible for its global TSRS quality and risk management program.

With over 45 years of IT experience, he has experience in a variety of industries in multiple areas of

information systems. As the global leader of TSRS quality, Ken was responsible for ensuring quality

was an integral component of Ernst & Young’s methodologies, engagement staffing and service

delivery. During this time he also was the global leader of its third-party reporting services. Ken is a

member of the AICPA and ISACA and is both a Certified Public Accountant and a Certified Information

Systems Auditor.



6 © 2019 HITRUST

Jeremy Huval

Jeremy is very experienced in auditing the most common database management systems, ERP 

systems, GL systems, and operating systems. He is currently a Certified Information Systems Auditor 

(CISA), a Certified CSF Practitioner (CCSFP), and a Certified Information Privacy Technologist 

(CIPT). He is an alumni of Louisiana State University, with a B.S. in Information Systems and 

Decision Sciences (ISDS) and a concentration in Internal Auditing. He is a member of the 

International Association of Privacy Professionals (IAPP).

Jeremy Huval is the Director of Compliance and Internal Audit for HITRUST. Mr. 

Huval has more than a dozen years of experience relating to IT compliance, IT 

risk management, and internal controls. Prior to joining HITRUST, he was a 

Director in Grant Thornton LLP's Business Risk Services group, where he was a 

national HIPAA and HITRUST subject matter expert. He has led and participated 

in hundreds of internal and external IT audits and consulting 

engagements. Jeremy is an automation evangelist, having developed numerous 

toolsets which streamlined complex assessment procedures, compliance 

verifications, and report generation activities.
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Nancy Spizzo

Due to her varied career in manufacturing, financial and healthcare industries, Ms. Spizzo has extensive experience

with regulations such as GLBA, HIPAA, HITECH, ARRA, FISMA, Red Flags, and NERC/FERC. She has also advised

on industry standards such as CMS ARS, ISO, and NIST, and many state and international privacy laws. During her

distinguished career managing risk assessments, she has overseen hundreds of assessments in various countries,

various frameworks, and with varying degrees of complexity. This direct, hands-on approach, allows her to not only

gauge risk but be our client’s go-to resource for efficient and dynamic risk resolution. She is called to lead working

groups, present to boards, and write white-papers on topics that solve some of the industries toughest control issues.

She is often asked to speak to various groups on the topics of risk, third-party management, and healthcare regulations.

She is a graduate of the University of Texas at Arlington with a B.S. in Information Systems. She is a member of

InfraGard, IAPP, ISACA, and ISC2.

Nancy has over two decades of experience assisting clients with risk management, policy and

procedure, business associate management, and healthcare compliance needs. She has

performed risk analysis and assessments for hundreds of organizations and has successfully

supported organizations in regulator oversight discussions. She was instrumental in building

several healthcare compliance practices, including JPMorgan Chase’s third party risk program.

She has also been performing HITRUST assessments for ten years, and is a member of the

HITRUST Assessor Council and Quality Subcommittee.
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Drew Hendrickson

Drew leads LBMC’s Information Security SOC & HITRUST practice. He worked directly with the AICPA in the

development of new cyber security training as well as assisting the AICPA with SOC & SOC for Cyber security

training. Drew has also led HITRUST efforts in Tennessee through HITRUST’s Community Extension Program and has

spoken at the HITRUST annual conference. Under Drew's leadership, both the SOC & HITRUST practices have

experienced tremendous growth. Drew has also led the firm in the development of new service offerings for ACAB &

GDPR and continues to lead LBMC Information Security's recruiting and intern programs.

Drew has assisted one of the largest healthcare provider companies in the southeast in the initial development of

policies and procedures and development of a security framework utilizing HITRUST as a baseline. Drew also led one

of the first entity-wide HITRUST certifications for a large healthcare technology company.

Drew draws on more than fourteen years of experience as an information security professional

and auditor to help clients manage their security program within the context of the business’

overall risk environment.

He has experience with regulatory compliance (ICFR, SOX), SOC-1/SOC-2 reporting,

HITRUST, project management, systems implementation, healthcare consulting services

(HIPAA, HITECH, Meaningful Use, EHR, and others), PCI, FISMA, FedRAMP, financial audits,

and other various privacy and security consulting services.
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Understanding the HITRUST Certification
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HITRUST CSF®

What is it?

• A certifiable controls framework built upon other frameworks and authoritative sources

• Originally built on ISO/27001 and ISO/27002

• Managed and maintained by HITRUST 

• Designed by security professionals to address :

– Risk Management Requirements

– Security Requirements

– Compliance Needs

• Currently in V9.2

• Free to download on the HITRUST Website
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Standards Incorporated into the HITRUST CSF
Here are just some of the many standards incorporated into the CSF:

• HIPAA: Security, Breach, and Privacy Rules

• ISO/IEC 27001, 27002, 27799

• 16 CFR Part 681

• COBIT 4.1, COBIT 5

• NIST SP 800-53 Revision 4

• NIST SP 800-66

• NIST Cyber Security Framework

• FISMA Compliance

• FTC Red Flags Rule

• Joint Commission Accreditation

• PCI Compliance

• State of Massachusetts Data Protection Act

• CMS Minimum Security Requirements (High)

• State of Nevada Security of Personal Information Requirements

• Texas Health and Safety Code

• MARS-E Requirements

• IRS Pub 1075 Compliance

• HITRUST De-ID Requirements

• CA Civil Code 1798.81.5

• EHNAC Accreditation

• Banking Requirements

• FedRAMP Certification

• 21 CFR Part II

• 23 NYCRR 500

• CRR v2016

• EU GDPR  
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HITRUST CSF Certification

• To get HITRUST Certified, organizations must have an authorized CSF 

Assessor perform a validated assessment. 

• Once the Assessor’s work is complete, the work is submitted to HITRUST for 

review. 

• HITRUST will create a report and depending on the scores, will issue a letter 

of certification

+
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HITRUST CSF Certification

What can be HITRUST CSF Certified?

– Business Units - Servers and Databases

– Facilities - Network Infrastructure

– Departments - Information Security Control Systems

– Applications - Business Associate / Vendor

Why do organizations get certified?

- Save considerable time and money when it comes to audits

- Provides a mechanism to demonstrate exactly how their controls program is meeting numerous security and 

compliance requirements 

- Differentiator in the marketplace. Once HITRUST CSF Certified, organizations able to advertise they are 

compliant and secure, with the proof to back it up. 
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Scoring

Scoring Breakdown by Maturity Domain

• Policy 25%

• Process 25%

• Implementation 25%

• Measured 15%

• Managed 10%

Sample Score

Policy = 100 * .25

Process = 75   * .25

Implementation = 100 * .25

Measure = 25   * .15

Managed = 0     * .10______

Overall Score: = 72.5
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Scoring

Each domain MUST score at least a 3 to 

achieve CSF certification.

- Any requirement statement that scores 

less than a 3+ will raise a CAP or a 

GAP

- You can be certified with CAPs as long 

as the overall score of all domains is at 

least a 3

Raw score greater than Prisma Score

0 1-

9.99 1

18.99 1+

26.99 2-

35.99 2

44.99 2+

52.99 3-

61.99 3

70.99 3+

78.99 4-

82.99 4

86.99 4+

89.99 5-

93.99 5

97.99 5+
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HITRUST Assessment Domains

Based on Risk, the identified Requirement Statements are spread across 19 Domains

1. Information Protection Program

2. Endpoint Protection

3. Portable Media Security

4. Mobile Device Security

5. Wireless Security

6. Configuration Management

7. Vulnerability Management

8. Network Protection

9. Transmission Protection

10. Password Management

11. Access Control

12. Audit Logging & Monitoring

13. Education, Training & Awareness

14. Third-Party Assurance

15. Incident Management

16. Business Continuity & Disaster Recovery

17. Risk Management

18. Physical & Environmental Security

19. Data Protection & Privacy
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HITRUST Authorized CSF Assessor

• Organizations that have been approved and trained by HITRUST for performing 

assessment and services associated with the CSF Assurance Program and the 

HITRUST CSF

• Provide assessments to organizations of varying size and complexity

• A list of all authorized CSF Assessors and their contact information can be found on the 

HITRUST website 
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MyCSF

• Software as a Service (SaaS) information risk management platform for assessing and 

reporting information risk and compliance.

• All aspects of the CSF Assessment are conducted within the MyCSF tool, including:

– Scoping the engagement

– Scoring controls

– Attaching evidence

– Tracking Corrective Action Plans

– Assessment Submission
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The Journey to Certification
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Self or Validated Assessment?

• It is recommended to start with a self assessment.
– “No lose” approach.

– Great hedge against an unexpected gap that is costly to the timeline.

– Prevents surprises

– Great starting place, with general “full understanding” by the industry to get up to speed.  This is where we 

see most organizations start!

• Want to be bold?  Can’t wait?
– Go Ahead!

– This, too, is a great way to get confidence around the true story in your organization.

– Especially helpful for larger organizations where there is a lot of information, and a third party is needed to 

test answers.
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The HITRUST Object

• An “object” is generated in MyCSF

and is an instance of the CSF that is 

focused on a scoped area.
– Scoped according to type of organization, facility 

locations, systems, and risk factors

– Dynamically set based on risk level and authoritative 

sources (mappings)

– Incorporates type of assessment:  security vs. 

comprehensive (+privacy)
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HITRUST Risk Factors

• # of Records Held

• Geographic locations

• PHI access?

• Internet access?

• Third party maintenance access?

• Third party data exchange?

• Public accessibility (kiosk)

• Mobile devices?

• Interfaces?

• How many users?

• How many transactions/day?

• Regulatory Factors?
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HITRUST Project Flow and Timeline

ORGANIZATION

SCOPING

ORGANIZATION

GAP ANALYSIS

Up to 4 weeks

ASSESSOR

OFFSITE REVIEW & 

QA
2 weeks

ASSESSOR

RESPOND TO

QA
2-4 weeks

ORGANIZATION

RESPOND TO 

CAPS

1 week

ORGANIZATION

DRAFT REPORT 

REVIEW 

HITRUST

REPORT 

ISSUANCEUp to 4 weeks

1-4 weeks

ORGANIZATION

REMEDIATION OF 

GAPS

2 to 12 months

2-4 weeks

ASSESSOR

SCOPE 

CONFIRMATION 

& TESTING 1 day

ASSESSOR

SUBMIT

TO HITRUST

Based on HITRUST’s
queue at time of

submission

HITRUST

QA AND REPORT

PROCESSING
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Roles and Responsibilities

✓ Executive Support

✓ Define HITRUST program objectives

✓ Scope:  Organizational, System, Data

✓ MyCSF Subscription

✓ HITRUST CSF Assessor Selection

✓ Prepare for Assessment (evidence of 
controls)

✓ Performance of Control Environment

✓ Improve/Evolve Control Environment

✓ Share Report!

Organization

✓ Maintains the CSF framework 
and mappings

✓ Maintains MyCSF

✓ Qualifies and Oversees 
HITRUST CSF Assessors

✓ Ensures quality of assessment

✓ Produces the HITRUST Report

HITRUST

✓ Consult on HITRUST controls 
and implementation

✓ Maintain HITRUST mandated 
quality standards

✓ Perform CSF testing

✓ Answer HITRUST questions 
related to testing, quality

✓ Contribute to the HITRUST 
community

Assessor
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What to Expect With Your First Assessment

• You are going to be asked a lot of questions, and many may not have firm answers.  

– Timelines

– Data

– Technology

– Get on board by establishing a project team and project tracking process.

• Gaps.  You will find gaps.

• You are going to learn about frameworks, regulations, compliance needs.

• You will need executive support.  

• You are going to want to evaluate and bolster processes that secure data.

• You will be asked 100 questions about your data.  Where is it, why you have it, who else has it, how they get it, how 

you know they get it, how you know no one else got it, who sees it, why they see it, how you know they saw it, did 

they print it, did they take a picture of it, did they copy it somewhere.  

• You need to know your company’s willingness to support your efforts.  You are probably going to need help with that.
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Best Practices

• Make sure Senior Management is engaged. 

• Understand the purpose and scope of the assessment. 

• Budget your time.

• Be engaged in the assessment with your CSF Assessor. 

• Get familiar with the MyCSF tool. 

• Don’t rush!

• Understand the value of the HITRUST Certification. Use it to your advantage. 
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The Interim Year
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The Interim Assessment

• Only applies to Certified Assessment Reports

• Interim Assessments are done within the MyCSF tool

• MUST be submitted no later than the 1-year anniversary date 

• Re-Assessment process is as follows:

– Request assessed entity to update the scoping questions

– Assessor and assessed entity review the updated questionnaire for changes to original assessment 
questionnaire

– The tool will select at least one requirement statement in each domain and the assessor will test to 
ensure that it continues to meet the certification requirements based on full retesting and rescoring

– Assessor reviews the status of any required CAPs from the original assessment to determine if 
satisfactory progress/milestones are being met

Note: If HITRUST determines that progress is not being made with the relevant CAPs, they reserve the right 
to remove the certification
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The Interim Assessment

• The assessor will need to assert to HITRUST whether the certification should remain in effect

• HITRUST will generate an Interim Review Letter for all interim assessments that:

• Are processed within the tool

• That meet the requirements for continued certification 

• Interim assessments can be started 120-days prior to the entity’s certification anniversary. 
The tool will automatically create the Interim Assessment Object 90-days prior to the 
anniversary for those entities that have a subscription

• For entities that do not have a subscription, they will have to purchase an interim 
assessment object

• The tool will automatically select the 19 requirement statements that will need to be tested



30 © 2019 HITRUST

HITRUST CSF + SOC 2 ®
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HITRUST & AICPA

Collaborated to develop and publish guidance to streamline and simplify the process of 

leveraging the HITRUST CSF and CSF Assurance programs for SOC 2 reporting. 

Work products include:

• Mapping of the HITRUST CSF to Trust Services Criteria (multiple mappings exist because of multiple 

releases of the HITRUST CSF and the Trust Services Criteria)

– Security

– Confidentiality

– Availability

• SOC 2 + HITRUST Reporting Templates 

• Practitioner Guidance/Frequently Asked Questions

www.hitrustalliance.net/soc2

http://www.hitrustalliance.net/soc2
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HITRUST CSF & Trust Services Criteria Mapping
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Benefits of Combining HITRUST CSF Security Framework & 

the SOC 2 Reporting Framework

• Leverage the HITRUST CSF controls in SOC 2 engagements 

• Realize significant time efficiencies and cost savings by synergies between the HITRUST 
CSF controls and Trust Services Criteria 

• Reduce the inefficiencies and costs associated with multiple reporting requirements

• Increase transparency and communicate to stakeholders through a single deliverable

• Service organizations’ controls can be considered both from the SOC 2 criteria and HITRUST 
CSF
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The HITRUST Approach
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The HITRUST Approach
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Assess Once, Report Many

• Multiple security requirements (e.g., legal,

regulatory)

• One cybersecurity program

• One targeted, cost-effective assessment that 

provides a reasonable level of assurance at a 

reasonable cost

• Multiple reporting options from a single

assessment
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Summary of Benefits

• Comprehensive Coverage

• Prescriptive Controls

• Practical Controls

• Scalable Implementation

• Transparent Update Processes

• Transparent Evaluation & Scoring Methodology

• Consistent Results

• Accurate Results

• Efficient Assessment (“Assess Once, Report Many”)

• Reliable Results (“Rely-ability”)

• Certifiable for implementing entities
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Frequently Asked Questions
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Frequently Asked Questions

Does a CSF Assessment Comply with HIPAA’s Risk Analysis Requirements?

• HITRUST CSF Assessments have been used successfully by many organizations to 

address OCR audits and in support resolution agreements

• In fact, HHS specifically references HITRUST’s approach in its Guidance on Risk 

Analysis Requirements under the HIPAA Security Rule

https://www.hhs.gov/sites/default/files/ocr/privacy/hipaa/administrative/securityrule/rafinalguidancepdf.pdf
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Frequently Asked Questions

Isn’t the HITRUST CSF only for healthcare?

• No, the HITRUST CSF provides coverage across multiple regulations and includes 

significant components from other well-respected IT security standards bodies and 

governance sources. 

• It is scalable, risk based, industry agnostic and certifiable.
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Frequently Asked Questions

How do I find a CSF Assessor?

- All authorized CSF Assessors are listed on 

the HITRUST website –

https://hitrustalliance.net/csf-assessors/

- The website includes:

- Contact information

- Company website

- Number of years in the program

https://hitrustalliance.net/csf-assessors/
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Questions? 
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Visit www.HITRUSTAlliance.net for more information

To view our latest documents, visit the Content Spotlight

http://www.HITRUSTAlliance.net
http://hitrustalliance.net/content-spotlight/

