De-Identification: Its Value to
Businesses and How to Do it Right

Sarah Lyons, Privacy Analytics
Bryan Cline, PhD, HITRUST Alliance
Moderator: Anne Kimbol, HITRUST

De-Identification Background
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Data De-Identification
• De-identification is the process used to remove personal information from data in order
to prevent a data subject’s identity from being connected with information

• De-ID is not a single technique, but a collection of approached algorithms, and tools
that can be applied to different kinds of data with differing levels of effectiveness
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Why is Data De-Identification Important?
• Data is a resource for businesses and public interest research. Appropriate use of data
can lead to valuable insights and conclusions regarding consumer needs and public
health conditions.

• Many data protection laws, including the European Union’s General Data Protection
Regulation, the Brazil Data Protection Act, and the California Consumer Privacy Act,
exclude properly de-identified data from their scope.
• The increase in state, national, and international focus on data protection brings with it
growing responsibilities for businesses in how they handle data. By de-identifying
personal data appropriately, such as in a manner consistent with the HITRUST De-Id
Framework, entities can protect themselves and their customers from the potential
consequences of privacy violations.
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Direct and Quasi-Identifiers
• A key part to any de-identification methodology is the identification of direct identifiers and
data elements that increase the likelihood of re-identification, known as “quasi-identifiers”
– Data masking may be used on direct identifiers, as this does not affect the data utility.

– Other techniques (e.g. generalization, value suppression) can be applied to quasiidentifiers in a way that preserves data utility and is commensurate with the level of risk
• Examples of direct identifiers: Name, address, telephone number, fax number, MRN,
health card number, health plan beneficiary number, VID, license plate number, email
address, photograph, biometrics, SSN, SIN, device number, clinical trial record number
• Examples of quasi-identifiers: sex, date of birth or age, geographic locations (such as
postal codes, census geography, information about proximity to known or unique landmarks),
language spoken at home, ethnic origin, total years of schooling, marital status, criminal
history, total income, visible minority status, profession, event dates, number of children, high
level diagnoses and procedures
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Status of De-Identification
• Who is an expert?
– No specific requirements but generally regulators would review relevant education and
professional experience

• What is an acceptable level of re-identification risk?
– No explicit numerical level of identification risk deemed universally to be “very small”
– However, there are generally-accepted practices and data release precedents

• How long is de-identification valid?
– No specific requirements and should be re-evaluated over time

• Can multiple solutions be derived for the same data set?
– Yes, each of which can be tailored to the covered entity’s expectations around the de-ID data
recipient and data utility considerations. Tailoring should also be used depending on data
utility needs

• How do experts assess the risk of re-identification, including data risk and contextual factors?
– No single universal solution addresses all privacy and identifiability issues
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Factors to be considered
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Expert Determination Method (HIPAA)
Requires:
• A person with appropriate knowledge of and experience with generally accepted
statistical and scientific principles and methods for rendering information not individually
identifiable,
• Applying such principles and methods, a determination that the risk is very small that
the information could be used, alone or in combination with other reasonably available
information, by an anticipated recipient to identify an individual who is a subject of the
information
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Acceptable Risk Examples
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HITRUST De-Identification Framework
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Background to the HITRUST De-Identification Framework
• HITRUST identified the need for clear guidelines to support de-identification, including:
– Statistical and scientific methods
– Technical, physical and administrative
safeguards for de-identified data
– Standards to certify experts that
evaluate these methodologies and
protections

• After reviewing multiple De-ID programs and methods, HITRUST believes no one
method is appropriate for all organizations
• Instead, HITRUST has identified twelve criteria for a successful De-ID program and
methodology that can be scaled for use with any organization
• These twelve characteristics are divided into two general areas:
– De-ID Program
– De-ID Methodology
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HITRUST De-ID Framework Characteristics
De-ID Program
1. Governance
2. Documentation
3. Explicit ID of the Data Custodian & Recipients
4. External or Independent Scrutiny
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HITRUST De-ID Framework Characteristics Cont’d
De-ID Methodology
1.
2.
3.
4.
5.
6.
7.
8.

Re-Identification Risk Thresholds
Measurement of Actual Re-Identification Risks
ID & Management of Direct Identifiers & Quasi-Identifiers
ID of Plausible Adversaries & Attacks
ID of Specific Data Transformation Methods & How They Reduce the Risks
Process and Template for Implementation of Re-Identification Risk
Assessment & De-ID
Mitigating Controls to Manage Residual Risk
Data Utility
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HITRUST Began Certification Program with Privacy
Analytics in May 2016
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HITRUST De-Identification Credentialing Program
• Provides independent validation of an industry-acceptable, minimal level of
knowledge

•

–

HITRUST De-ID Framework™

–

Generally accepted De-ID methods & tools

Supports lower cost and resource commitments for the protection of sensitive
information while providing for greater data utility than the ‘Safe Harbor’ method
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Next Steps
• Continue to mature CDA/CDP program consistent with ISO guidelines
– Finish development of a comprehensive test item bank to support differences
between CDA & CDP and random test generation

– Move exam to an independent testing service to support broader adoption
• Begin work on Certified De-Identification Expert (CDE) program
– Mentored program will go beyond knowledge-based certification
– Will certify candidates can successfully de-identify a minimum of two (2) data sets
– Must be a CDP to qualify for the CDE program
• Work with the De-Identification Workgroup to update the Framework
– Update Framework to current state of the art
– Address pseudonymization as well as anonymization
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De-Identification and the HITRUST Approach
• The HITRUST Approach exists to help entities assess and report on their data
protection programs. Appropriate de-identification is an important means of providing
privacy and security protections and allows entities to demonstrate the importance they
place on data protection.
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Questions
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Visit www.HITRUSTAlliance.net for more information

To view our latest documents, visit the Content Spotlight
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