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Agenda
This session is designed to communicate HITRUST’s scoring methodology used during the assessment process. It will also focus
on expected sampling methodology for requirement statement testing. Topics will include:

Sampling

•

What should be sampled

•

How do you document and present the results

•

Sampling methodologies accepted by HITRUST

Scoring
•

HITRUST Maturity Levels

•

Supporting evidence needed

•

Concepts for Measured & Managed

•

Using the Scoring Rubric
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Sampling
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Sampling
What should be Sampled?
Appropriate sampling is expected to be performed on any requirement statement where
the Illustrative Procedures indicate that a sample should be taken. Sampling should
always cover all elements of the in-scope environment. As a result, an actual sample
should test all applications/systems defined to the assessment.
Let’s look at an example:
If you are testing endpoints for the presence of antivirus software, where do you pull a
sample from?
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Sampling
What should be Sampled?
Many auditors attempt to pull samples for this requirement statement from the population
of devices defined to the AV Console. However, these devices have already been defined
to AV, is there a better population that you could consider?
Consider pulling a sample from the organization’s asset inventory. This population would
include both those devices that have been defined to the console and those that have
not. This population is more likely where you will find exceptions.
Make sure that you select populations that have not been influenced or filtered by the
client, unless the assessor is in agreement.
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Sampling
How do you document and present the results?
Sampling results will be documented in an assessor’s test sheet. This evidence will be
loaded into the MyCSF as a working paper. Once the test sheet has been linked to the
Requirement Statement the test sheet should also be mapped to the ‘Implemented’
Maturity Level.
Elements that should be included on the test sheet include:
• Assessor’s name
• Date of test
• Population information including the source of the information and its size
• Sampling approach (Random, Systematic, or Haphazard)
• Sample size tested
• Results of testing by item and overall conclusion
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Sampling
Sampling methodologies accepted by HITRUST
HITRUST recognizes three sampling methodologies. These are:
• Random - No structured pattern in the selection of the sample (most unbiased method
– recommended approach)
• Systematic - Selecting every nth item
• Haphazard - No structured selection pattern, however, situations may exist where bias
may have been introduced (e.g., the population was presorted by date, value, or some
other criteria)
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Sampling
Sampling methodologies accepted by HITRUST
Sampling guidance can be
found on the back of the
HITRUST’s quick reference
guide. This guidance should be
used during either a HITRUST
validated assessment.
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Sampling
Other
Other sampling concepts you may wish to consider when performing a HITRUST
assessment might include:
• Expanded Samples – In instances where deficiencies have been identified, you may wish
to expand the sample to determine if the deficiency was persistent across the population.
• Replacement items – If randomly selected items do not fit the criteria for the test, you
may wish to replace those items with others from the population.
• False Positives – When testing a sample, you will need to determine if a deficiency is
truly an issue or an explainable non-event.
• Judgemental Samples – In this instance, the assessor is aware of an area of scope that
is likely to have issues and specifically targets the sample to test the accuracy of that
assumption.
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Scoring
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Scoring
HITRUST Maturity Levels
Let’s review some basics first …
• HITRUST assessments are populated with a number of requirement statements that
are spread out across 19 different assessment domains.

• The number of requirement statements is based on an entity’s response to
risk-based questions.
• The overall score of a requirement is; the aggregate of that statement’s maturity scores.
• All requirement statements within a domain are then aggregated to determine an
assessment domain’s score.
• Assessment domain scores are used to determine if certification will be awarded.
• All domains must meet certification thresholds for the assessment to be awarded
a certification.
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Scoring
HITRUST Maturity Domains
What are a requirement statement’s Maturity Domains?
• Policy - Is a policy or standard in place?
• Process - Is there a process or procedure to support the policy?
• Implemented - Have the expectations of the requirement statement been implemented?
• Measured - Are the expectations of the requirement statement being measured and
tested by management to ensure that it is operating as designed?
• Managed - Are the measured results being managed to ensure corrective actions are
taken as needed?
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Scoring
HITRUST Maturity Levels
Each of these maturity domains are then scored using HITRUST’s scoring rubric.
The five options for scoring are:
•

Non-Compliant

(0%)

•

Somewhat Compliant

(25%)

•

Partially Compliant

(50%)

•

Mostly Compliant

(75%)

•

Fully Compliant

(100%)
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Scoring
Supporting evidence needed
Next, what type of evidence is expected to be loaded into the tool?
This is any artifact or test sheet that the assessor used to support the maturity scores of
a specific requirement statement. This evidence is then linked to the requirement
statement and “mapped” to the maturity score that it supports.
Let’s look at this within the tool …
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Scoring
Supporting evidence needed
Let’s look at where
you link the
documents and then
make those mappings.
By selecting this
option at the
requirement statement
level, you then are
introduced to the
following window.
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Scoring
Supporting evidence needed
Note that once this
option has been
selected, you can then
link each file and map it
to those maturity levels
that it supports.

In this instance,
filenames have
been redacted.
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Scoring
Concepts for Measured & Managed
Requirement statements that have been awarded Measure and Managed scores are one
of the most common areas where HITRUST QA finds issues with scoring. To accurately
score these two maturity levels, you must understand the following concepts.
Let’s look at these on the next slide …
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Scoring
Concepts for Measured & Managed
The following concepts must be understood when leveraging the scoring rubric for
these two maturity levels.
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Scoring
Using the Scoring Rubric
The scoring rubric is a quick reference guide to be used during either a HITRUST self or
validated assessment. It is on the front side of our reference card.

Effectively, it is a tool to help ensure that the proper score has been assigned to each
Maturity Level for every Requirement Statement within your assessment object.
Both the client and the assessor should plan to leverage the scoring rubric during their
respective efforts.
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Scoring
Using the Scoring Rubric
These are the Maturity Levels

These are the scoring opportunities
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Scoring
At the Requirement Statement Level
Scoring Breakdown by Maturity Domain
• Policy

25%

• Process

25%

• Implementation

25%

• Measured

15%

• Managed

10%
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Scoring
Bringing it all Together
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Open Discussion and Questions

24

© 2019 HITRUST

Visit www.HITRUSTAlliance.net for more information

To view our latest documents, visit the Content Spotlight
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