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Questions We’ll Address
1.

Why do we need a threat catalog?

2.

What exactly is a threat catalog?

3.

What is the HITRUST Threat Catalogue?

4.

What are the goals and benefits?

5.

How will it continue to evolve and improve?

6.

How does it relate to the HITRUST Approach?
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Learning Objectives
• Understand how a threat catalogue can be leveraged to help meet regulatory requirements for risk
management and provide adequate protection of sensitive information
• Understand the approach HITRUST used to enumerate, categorize and standardize threats to help
support threat intelligence and risk analysis
• Understand how threat to control mappings, along with other threat and risk attributes, can be used to
model a threat scenario
• Understand the intent and purpose of the threat catalogue in proactive protection and end-to-end risk
management
• Understand how HITRUST intends to evolve and continuously improve the threat catalogue and its
integration with the HITRUST Approach and the CSF in particular
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1

Why do we need a threat catalogue?
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Risk Management and Analysis

Risk Analysis
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More on Risk Analysis
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Control-based Risk Analysis
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HITRUST Overlay of the NIST Moderate-Impact Control Baseline
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Why We Need a Threat Catalog
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2

What exactly is a threat catalog?
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Threat Catalogs
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What is the HITRUST Threat Catalogue?
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The HITRUST Threat Catalogue Early Release Package

Introduction to the
HITRUST Threat Catalogue

HITRUST Threat Catalogue

HITRUST
Enumerated Threat List

HITRUST Threat Catalogue
Comment Form
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HITRUST Enumerated Threat List (1)
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HITRUST Enumerated Threat List (2)
A threat
source
A workforce
member

Steals equipment
(Theft)

The
organization

Damages equipment
(Accidental Damage)

The
organization

Incurs excessive downtime (Accidental
Damage)
Obtain unauthorized
access (Data
Remanence)
Erases logs
(Abuse of
Authorizations)
Loses log data
(Storage Failure)

Third parties

A system
administrator
The
organization

Performs a threat

By exploiting a
vulnerability
By entering a
nonsecure storage
area
By not controlling
humidity in storage
areas
Because of poor
maintenance

Introducing a
Which requires a control
risk
Resulting in a loss Which requires equipment to be sited and protected to reduce the risks from
of availability
environmental threats and hazards, and opportunities for unauthorized access
(CSF v10 Control 07.g, Specification)
Resulting in a loss Which requires the installation of dehumidification equipment in storage areas
of availability
(Control 07.j, Requirement)

When performing
depot-level
maintenance
Because of his/her
elevated privileges

Resulting in a loss Which requires local maintenance personnel to clear sensitive information from
of confidentiality
equipment before shipping it off for depot-level maintenance (Control 07.j,
Requirement)
Resulting in a loss Which requires the protection of logging facilities and log information against
of accountability
tampering and unauthorized access (Control 08.h, Specification)

Due to a lack of
capacity planning

Resulting in a loss Which requires the organization to securely archive logs before operational
of accountability
capacity is exceeded (Control 08.h, Requirement)

Resulting in a loss Which requires the organization to maintain equipment correctly to ensure its
of availability
availability and integrity (Control 07.g, Specification)

Example: Risk Statements Used to Define Level of
Granularity
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HITRUST Enumerated Threat List (3)
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HITRUST Threat Catalogue (1)

Example: Consolidated Threats (Pivot) Worksheet

Example: Consolidated Threats (Merged) Worksheet

18

© 2019 HITRUST

HITRUST Threat Catalogue (2)

Example: Mappings Worksheet
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HITRUST Threat Catalogue Comment Form
As part of its iterative development, HITRUST seeks a wide range of comments on the early release of the
HTRUST Threat Catalogue

1.

2.
3.

EXAMPLES

Comment
Number

Comment Type
(C, S A)

Sheet Name

Cell#, Cell
Range, or
Threat ID

Comment

A

Consolidated
Threats (Pivot)

LIN9

S

Consolidated
Threats (Pivot)

F20

“An account/id/username has been used or accessed by a nonauthorized means” Change to Read as follows: “An
account/ID/username has been used or accessed by a non-authorized
means.”
Should there be a separate threat for “Remote Command Execution”?

S

Mappings

BE43

How can this control help against the threat of Spyware?

Rationale

ID should be capitalized

It is referenced in the description “also know as”, but isn’t
remote command execution and command injections
different?
Isn’t the purpose of “Spyware” to gain information like “Use
of Secret Authentication Information”?

4.
5.
6.
7.
8.
9.
10.
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4

What are the goals and benefits?
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Goals and Benefits
Integrating the HITRUST Threat Catalogue
with the CSF makes it more efficient for an
organization, regardless of industry,
domestic or international, to
• Identify and map threats to controls,
• Conduct risk analyses, and
• Consume threat intelligence
The Catalogue will also help HITRUST
maintain relevancy of CSF controls by
providing a more holistic view of how the
CSF control requirements address extant
and emerging threats

22

© 2019 HITRUST

More on Risk Analyses
Program-level Risk Analysis
Classify
Information
Assets

Inventory and
Categorize
Assets

Identify Threats

Assess
Vulnerabilities

Determine
Impact

Assess and
Rank Risks

Develop Risk
Strategies /
Plan

Supplemental/Targeted Risk Analyses

•
•
•
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Baseline Tailoring
Compensating
Controls
Risk Acceptance
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More on Threat Intelligence
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How will it continue to evolve and improve?
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Development Approach
ITERATIVE DEVELOPMENT PROCESS

“Perfect is the enemy of good.”
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Current Roadmap
• Early Release (Now) and
Early Release Update (Q2-Q3 2019)
• Interim Release?

• Final Release (Q3 2020)
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How does it relate to the HITRUST Approach?
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The HITRUST Approach
The HITRUST Threat Catalogue supports the
entire suite of tools, programs and services that
make up the HITRUST Approach
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Visit www.HITRUSTAlliance.net for more information

To view our latest documents, visit the Content Spotlight
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7

What other questions are frequently asked?
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Frequently Asked Questions (1)
FAQ

Response

1. How do I explain the HITRUST Threat Catalogue
to my executives?

The HITRUST Threat Catalogue provides a comprehensive list of threats to ePHI and other types of PII and maps these threats to the
HITRUST CSF® v10 controls intended to address them. This will allow HITRUST® to better align HITRUST CSF requirements with emerging
threats, increasing its value in risk mitigation while simplifying an organization’s selection of security controls. In addition, the HITRUST Threat
Catalogue will help organizations gain better visibility into how they manage information security risk and support better prioritization of securityrelated investments, including the remediation or enhancement of existing controls as well as the implementation of new controls.

2. Why did HITRUST map the threats to HITRUST
CSF v10 and not the HITRUST CSF v9.x?

HITRUST is developing the HITRUST Threat Catalogue as part of the upcoming HITRUST CSF v10 release anticipated in Q1/Q2 2019. The
November 2018 early release is being provided to the user community as part of a concerted effort to elicit feedback from the public and further
facilitate the development effort. However, mappings from the HITRUST CSF v10 controls to HITRUST CSF v9.x are also provided in the
HITRUST Threat Catalogue to ensure users can take immediate advantage of the threat list and associated threat-to-control mappings in their
current information security and privacy protection programs.

3. How does the HITRUST Threat Catalogue make
the HITRUST CSF better or improve its ability to help
manage risk?

By identifying and mapping threats to HITRUST CSF controls based on their specifications, HITRUST will have additional visibility into how the
controls mitigate associated risk. This will help ensure the risks associated with specific threats are addressed appropriately, including any
increased risk due to an organization’s specific risk factors. For example, organizations that are large, complex or aggregate large amounts of
information generally present more risk, e.g., due to a larger attack surface or increased threat actor motivation, would generally require more
robust controls.

4. Can I get involved in the working group and, if so,
how?

The HITRUST Threat Catalogue is currently overseen by the HITRUST CSF Advisory Council and is supported by a dedicated Working Group
(WG) to help continue the development and maintenance of the HITRUST Threat Catalogue. Although the WG is not currently accepting new
members, professionals with experience in risk analysis, including threat analysis, and the implementation of control-based risk management
frameworks in support of information security and privacy programs may volunteer and be put on a waiting list by signing up on the Working
Group Sign-Up page. HITRUST is also establishing a process to allow individuals to contribute threat information and associated metadata,
which may be considered for inclusion in the Catalogue.
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Frequently Asked Questions (2)
FAQ

Response

5. Will all the threats to personal data be listed in the
HITRUST Threat Catalogue?

The HITRUST Threat Catalogue’s initial release is focused on providing as comprehensive a list as possible. However, users of the HITRUST
Threat Catalogue should keep in mind that the threats are enumerated at a level consistent with the control specification in the HITRUST CSF.
Intelligence generally specifies threats at a much more granular level.

6. How will the HITRUST Threat Catalogue evolve
over time?

HITRUST anticipates the HITRUST Threat Catalogue will be a “living document” due to the constantly changing threat environment, including
planned improvements to better facilitate risk analyses and the consumption of threat intelligence. Changes will likely include modifying the
threat list, enumerating common vulnerabilities, relating Indicators of Compromise (IOCs), and of course updating control requirements as they
change with each HITRUST CSF release.

7. How does the HITRUST Threat Catalogue help
me perform a risk analysis?

By understanding how HITRUST CSF controls address specific threats to personal data and other sensitive information, an organization can
demonstrate the results of the risk analyses used by the underlying control frameworks in the HITRUST CSF, e.g., ISO 27002, NIST SP 80053, and PCI-DSS, as well as support other types of risk analyses. For example, organizations will be able to support further tailoring of the
HITRUST CSF control baseline generated from its organizational, system and regulatory risk factors by (1) addressing any additional or unique
threats or vulnerabilities it may have, which may not be addressed by a HITRUST CSF control requirement in the HITRUST Threat Catalogue,
(2) supporting the appropriate and allowable selection of alternative or compensating controls that are not contained in the HITRUST CSF,
and/or (3) the removal or relaxation of specific control requirements in its baseline to help ensure the most cost-effective, risk-based application
of the HITRUST CSF to its business and clinical environment.
References:
i.
ii.
iii.

ISO/IEC 27002:2013, available at http://www.iso.org/iso/catalogue_detail?csnumber=54533
NIST SP 800-53 r4, available at http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r4.pdf
PCI DSS v3.1, available at https://www.pcisecuritystandards.org/document_library?category=pcidss&document=pci_dss
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Frequently Asked Questions (3)
FAQ
8. Will the HITRUST Threat Catalogue help me with
HIPAA compliance?

Response
By enumerating common threats and, when available, common vulnerabilities, an organization will have additional information to support a risk
analysis consistent with NIST and HHS recommendations, which requires an “accurate and thorough assessment of the potential risks and
vulnerabilities to the confidentiality, integrity and availability of [ePHI]” (HIPAA § 164.308(a)(1)(ii)(A)) and “protect[ion] against any reasonably
anticipated threats or hazards to the security or integrity of [such information]” (HIPAA § 164.306(a)(2)). Today, HITRUST does this by tailoring
an industry-level overlay of the NIST SP 800-53 moderate-impact minimum security baseline and leveraging the risk assessments used to
develop the HITRUST CSF’s underlying frameworks. The HITRUST Threat Catalogue will help provide an additional level of granularity by
showing the relationship between the control requirements specified in the HITRUST CSF with a list of ‘reasonably anticipated threats.’

References:
i.
ii.
iii.

HIPAA Administrative Simplification Regulation Text, available at https://www.hhs.gov/sites/default/files/hipaa-simplification201303.pdf
NIST SP 800-30 r1, available at http://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-30r1.pdf
HHS Guidance on Risk Analysis Requirements under the HIPAA Security Rule, available at
https://www.hhs.gov/sites/default/files/ocr/privacy/hipaa/administrative/securityrule/rafinalguidancepdf.pdf

9. How does threat intelligence linked to the
HITRUST CSF help me better protect health
information?

By linking granular threats identified in active threat intelligence to (1) higher-level threats contained in the HITRUST Threat Catalogue and (2)
related HITRUST CSF controls, organizations will gain greater insight into how well they are addressing extant and emerging threats by
evaluating how well they’ve implemented related HITRUST CSF controls in their environment.

10. How will HITRUST use threat intelligence to
update the requirements in the HITRUST CSF?

By understanding the control requirements in the HITRUST CSF that are intended to address specific threats identified in threat intelligence,
HITRUST will gain greater insight into how they are adequately addressed based on current industry accepted (aka “best”) practices. If more
robust controls or enhancements are needed to adequately address the threat(s), then HITRUST would issue an Implementation Advisory to
raise awareness and formally update related HITRUST CSF requirements in its next release.
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Frequently Asked Questions (4)
FAQ

Response

11. What would prompt HITRUST to issue additional
HITRUST CSF implementation guidance?

A HITRUST Implementation Advisory would be issued if there is additional clarification around how HITRUST CSF requirements should be
implemented to effectively address one or more threats—or as an interim measure until more stringent or enhanced control requirements can
be published in the next scheduled release of the HITRUST CSF.

12. How often will the HITRUST Threat Catalogue be
updated?

We anticipate updates to occur annually, shortly after each HITRUST CSF release, or when significant changes in the threat environment
would warrant an interim release.
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