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Summary: Audits & Assessments Utilized Webform

The Audits and Assessments Utilized webform is a table showing where reliance was placed on third-party reports and
external inheritance was utilized.

* When externalinheritanceis
utilized, the inherited report will
automatically be added to the
table and the Assessed EntiW or Audits and Assessments Utilized
External Assessor will complete

a” required fields that are not Assessment Utilized Assessed Organization Report Type Report Date Utilization Approach Platforms Location/Facilities Assessment Domains

automatica”y pOpU |ated. 2021 Assurance Test XYZ Colocations v9.3 07/27{2021 Inheritance e R 18 Ph:ysica{ & Environmental
- Data Center VALIDATED Security
Assessment

* For third party reports, the ‘ ,
. soc 2 XY7Z Colocations Period-of-i v  Theassessment report’s Reliance R D bhpeiribE 18 Physical & Environmental

Assessed Entity or External issuance date e i Security

Assessor must tag the reportas L &

an attestation reportissued by a I Sy i

third party for the reports to be 1010172020 o

added tO the table. Then, the The assessment report’s

Assessed Entity or External e

Assessor will complete all
required fields that are not
automatically populated.
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Summary: Audits & Assessments Utilized Webform

If external inheritance is not utilized and reliance is not placed on any third-party reports, the Audits and Assessments
Utilized table will display a check box labeled “None Utilized”. The External Assessor should check this box to indicate that
no audits or assessments have been inherited from or relied upon.

Audits and Assessments Utilized

Assessment Utilized Assessed Organization Report Type Report Date Utilization Approach Platforms Location/Facilities Assessment Domains

None Utilized

www.HITRUSTAlliance.net isin full, inany form or by any means, electronical or mechanical, without HITRUST's prior written permission.
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Instructions: How to complete the Audits & Assessments Utilized
Webform when external inheritance is applied

Step 1 - The External Assessoror Assessed Entity should access the assessmentin MyCSF and navigate to the Audits
and Assessments Utilized webform by clicking Audits and Assessments Utilized on the left sidebar.

After external inheritance has been applied to the assessment by the Assessed Entity, the
Audits and Assessments Utilized webform will be automatically populated with the following

B Deocuments

General

Validated Report Agreement A information:

g & « Name of the inherited assessment
Representation Letter A

Test Plans A * ReportType

External Assessor Time Sheet A . Report Date

Audits and Assessments Utilized A

« Utilization Approach (Inheritance)

« Assessment Domain(s) containing requirement statement scoring that were inherited from this
assessment

Audits and Assessments Utilized

Assessment Utilized Assessed Organization Report Type Report Date Utilization Approach Platforms Location/Facilities Assessment Domains

2021 Assurance Test Enter Organization... v9.3 07/27/2021 Inheritance BLATEORMS - FACILITIES - 18 Physical & Environmental

- Data Center VALIDATED Security
Assessment
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Instructions: How to complete the Audits & Assessments Utilized
Webform when external inheritance is applied

Step 2 - The External Assessoror Assessed Entity should complete the remaining fields:
» Assessed Organization
* Platforms

* Locations/Facilities

Audits and Assessments Utilized

Assessment Utilized Assessed Organization Report Type Report Date Utilization Approach Platforms Location/Facilities Assessment Domains
2021 Assurance Test Enter Organization v9.3 07/27/2021 Inheritance LATEORMS - CACILITIES - 18 F'h?;sm:al & Environmental
- Data Center VALIDATED Security

Aszessment

Step 2a - The Assessed Organization field should contain the name of the organization that was
assessed for the assessment mentioned in the Assessment Utilized field.
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Instructions: How to complete the Audits & Assessments Utilized
Webform when external inheritance is applied

Step 2b - The External Assessor or Assessed Entity should select the platforms that are relevant to the
assessmentutilized. The options listed will be the platforms/systems that were entered on the Scope of the

Assessment page.
Assessment Utilized Assessed Organization Report Type Report Date Utilization Approach Platforms Location/Facilities Assessment Domains
2021 Assurance Test XYZ Colocations v9.3 07/27/2021 Inheritance PLATFORMS = CACILITIES - 18 F'hlysmal & Environmental
- Data Center VALIDATED Security
Assessment

[] Platform ABC

Step 2c - The External Assessor or Assessed Entity should select the facilities that are relevant to the
assessment utilized. The options listed will be the facilities that were entered on the Scope of the Assessment

page.
Assessment Utilized Assessed Organization Report Type Report Date Utilization Approach Platforms Location/Facilities Assessment Domains
2021 Assurance Test Y7 Colocations v9.3 07/27/2021 Inheritance CLATEORMS ~ FACILITIES = 138 Phlysmal & Environmental
- Data Center VALIDATED Security
Assessment
D Data Center 123
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Instructions: How to complete the Audits & Assessments Utilized
Webform when relying on third-party audits and assessments

Step 1 - Enter the Document Name and check the box labeled “Is this an attestation report issued by a third party?”

When adding an attestation report issued by a third party to the document repository, whether the document is being
uploaded or only the document name is being linked, the External Assessor or Assessed Entity should follow these steps:

B Documents External Assessor Documents

General Al Subscriber B External Assessor

Validated Report Agreement

QA Checklist Add a New External Assessor Document
Checklis

2 SoC Document Description 5 CHOOSE A FILE  OrDrop a File Here. |
Representation Letter 2 ’ ! ? ! “
Test Plans D Is this an attestation report issued by a third party?

External Assessor Time Sheet

Audits and Assessments Utilized

Adda New External Assessor Document

soc2 Document Description

CHOOSE A FILE | Or Drop a File Here. m
Is this an attestation report issued by a third party?

Assessed Organization * Report Type *

O Point-in-time assessment report

(e.g. PCI DSS ROC, HITRUST CSF Validated Report without Certification)
O Period-of-time assessment report

(e-g. 30C 2 Type I}
O Future-looking assessment report

(e.g. HITRUST CSF Validated Report with Certification, ISO 27001/2 Certification
Report)

presentation are prohibited. No part of this publication may be reproduced or utilized other than being shared as
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Instructions: How to complete the Audits & Assessments Utilized
Webform when relying on third-party audits and assessments

Step 2 - Enter the name of the name of the organization that was assessed for the assessment being added to the
repository.

Step 3 - Select the Report Type from the options:
* Point-in-time assessment report (e.g. PCI DSS ROC, HITRUST Validated Report without Certification)

» Period-of-time assessmentreport(e.g. SOC 2 Type ll)
» Future-looking assessment report(e.g. HITRUST Validated Report with Certification, ISO 27001/2 Certification Report)

External Assessor Documents
All Subscriber B3 External Assessor

Add a New External Assessor Document
SOc 2 Document Description i CHOOSE AFILE  OrDropaFile Here. | “
Is this an attestation report issued by a third party?
Assessed Organization * Report Type *
O Point-in-time assessment report
(e.g. PCIDSS ROC, HITRUST CSF Validated Report without Certification)
(O Period-of-time assessment report
(e.g. 50C 2 Type IT}
O Future-looking assessment report

(e.g. HITRUST CSF Validated Report with Certification, ISO 270011 /2 Certification
Report)
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Instructions: How to complete the Audits & Assessments Utilized
Webform when relying on third-party audits and assessments

Report Type * The assessment report’s issuance date

® Point-in-time assessment report mm/dd/yyyy m)
(e.g. PCI DSS ROC, HITRUST CSF Validated Report without Certification)
O Period-of-time assessment report
. - *
(e.g. SOC 2 Type 1) Date of the assessment’s report
O Future-looking assessment report mm/dd/yyyy (]
(e.g. HITRUST CSF Validated Report with Certification, ISO 27001/2
Certification Report)

Report Type * The assessment report’s issuance date

O Point-in-time assessment report

mm/dd/yyyy ]
Step 4 _ E nte r the re I eva nt (e.g. PCI DSS ROC, HITRUST CSF Validated Report without Certification)
R ® Period-of-time assessment report . )
re port dates depe ndl ng on the e.8.50C 2 Type D) The assessment report’s audit period start
. O Future-looking assessment report date *
Re port Type se I eCted N Ste p 3 . (e.g. HITRUST CSF Validated Report with Certification, ISO 27001/2 mm/dd/yyyy |
. Certification Report)
Then click save.
The assessment report’s audit period end
date *
mm/dd/yyyy O

Report Type * The assessment report’s issuance date

O Point-in-time assessment report

mm/dd/yyyy ]
(e.g. PCI DSS ROC, HITRUST CSF Validated Report without Certification)
O Period-of-time assessment report
q e *
(e.8.50C 2 Type I1) Date of the assessment’s report
® Future-looking assessment report mm/dd/yyyy (|

(e.g. HITRUST CSF Validated Report with Certification, ISO 27001/2
Certification Repart) , .
The assessment report’s validity end date *

mm/dd/yyyy O
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Instructions: How to complete the Audits & Assessments Utilized
Webform when relying on third-party audits and assessments

After the document has been identified as an attestation report issued by a third party, the Audits and Assessments Utilized
webform will be automatically populated with the following information:

* Name of the assessment utilized

* Assessed Organization

* ReportType

* ReportDates

 Utilization Approach (Reliance)

« Assessment Domain(s) containing requirement statements for which the document has been linked

Audits and Assessments Utilized

B Deocuments

Assessment Utilized Assessed Organization Report Type Report Date Utilization Approach Platforms Location/Facilities Assessment Domains
General
o meene e 3
Validated Report Agreement S0C2 XY7Z Colocations Period-of-lime ~ 1he assessment report’s Reliance e Al 11 Az;cess Control, 18
L issuance date Physical &
QA Checklist 06/03/2021 () Environmental Security

Representation Letter = .
The assessment reports
Test Plans audit period start date *
: = 10/01/2020 (m)
External Assessor Time Sheet
Audits and Assessments Utilized > The assessment report’s

audit period end date *

04/30/2021 (|
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Instructions: How to complete the Audits & Assessments Utilized
Webform when relying on third-party audits and assessments

Note: To ensure that the Assessment Domains column is populated accurately, please be sure to only add the document to
the document repository once and link that document to all relevant requirement statements across the assessment.

If the same document is added to the document repository multiple times, this will result in several instances of the same

document within the Audits and Assessments Utilized table, each identifying the Assessment Domains in which the
document was linked.

Audits and Assessments Utilized

Assessment Utilized Assessed Organization Report Type Report Date Utilization Approach Platforms Location/Facilities Assessment Domains
S0C 2 Y7 Colocations Period-of-ime The assessment report’s Reliance AERSa—— - 11 A;cess Control, 18
issuance date Physical &
06/03/2021 ) Environmental Security

The assessment report’s
audit period start date *

10/01/2020 ]

The assessment report’s
audit period end date *
04/30/2021 ]
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Instructions: How to complete the Audits & Assessments Utilized
Webform when relying on third-party audits and assessments

Step 5 - After a document has been identified as an attestation report issued by a third party and has been linked to at
least one requirement statement, the External Assessor or Assessed Entity should return to the Audits and
Assessments Utilized webform to selectthe relevant Platforms and Facilities.

Step 5a - The External Assessor or Assessed Entity should select the platforms that are relevant to the assessment
utilized. The options listed will be the platforms/systems that were entered on the Scope of the Assessment page.

S0OC 2 XYZ Colocations Period-oftime v lee assessment report’s Reliance PLATEORMS - FACILITIES - 11 Acl:cess Control, 18
ssuance date Physical &

06/03/2021 | Environmental Security
D Platform ABC

The assessment report’s

Step 5b - The External Assessor or Assessed Entity should select the facilities that are relevant to the assessment
utilized. The options listed will be the facilities that were entered on the Scope of the Assessment page.

50C2 XYZ Colocations Period-of-time v Tl1e assessment report’s Reliance LATEORME - FACILITIES = 11 AcI:cess Control, 18
ssuance date Physical &

06/03/2021 | mental Security
D Data Center 123

The assessment report’s
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Instructions: How to complete the Audits & Assessments Utilized
Webform when relying on third-party audits and assessments

Edit Document

Note: To identify a previously added document as an attestation report
issued by a third party, the group that uploaded the document (Assessed Name
Entity or External Assessor) should: e

e Click“...”, thenclick Edit Document Doseription

» Checkthe box labeled “Is this an attestation reportissued by a third party?”

* Enter the required information, then click Update

Is this an attestation report issued by a third party?

Assessed Organization *

1 External Assessor Document DOWNLOAD ALL...

All Subscriber B3 External Assessor €3 Report Type *
O Point-in-time assessment report

Add a New External Assessor Document (e.g. PCI DSS ROC, HITRUST CSF Validated Report without Certification)

Document Name Document Description CHOOSE AFILE  Or Drop a File Here. | m

O Period-of-time assessment report
(e.5. 50C 2 Type IT)

O Future-looking assessment report

El Is this an attestation report issued by a third party?

(e.g. HITRUST CSF Validated Report with Certification, IS0 270012 Certification Report)
S0C2 -
The assessment report’s issuance date
LINKED STATEMENTS
mm/dd/yyyy i
Edit
Delete
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Instructions: How to complete the Audits & Assessments Utilized
Webform when relying on third-party audits and assessments

When adding an attestation report to the offline assessment, the External Assessor or Assessed Entity should follow these
steps:

Step 1 - On the Documents sheet of the Offline Assessmentworkbook, enter the Document Name, Description
(optional), and Document Type. Then set the value for “Third-Party Report?” to “Yes”.

il Document Name  Description Document Type Third-Party Report?
2 |S0C 2 External Assessor Documents |Yes -
3

4

5

&

7

g

9

10

1

12

Assessment Documents Requirement-Document Mapping ® 1
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Instructions: How to complete the Audits & Assessments Utilized
Webform when relying on third-party audits and assessments

Step 2 - After the Offline Assessmenthas been uploaded to MyCSF, the Audits and
Assessments Utilized webform will be automatically populated with the following

information: B Documents
General
* Name of the assessment utilized Validated Report Agreement
ope . . QA Checklis
« Utilization Approach (Reliance) 5 =
Representation Letter
» Assessment Domain(s) containing requirement statements for which the document has been Test Plans
External Assessor Time Sheet
linked

Audits and Assessments Utilized

Audits and Assessments Utilized

Assessment Utilized Assessed Organization Report Type Report Date Utilization Approach Platforms Location/Facilities Assessment Domains
S0C2 Enter Organization Select One v Reliance PLATFORMS ~ FACILITIES ~ 11 Access Control, 18
Physical &

Environmental Security
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Instructions: How to complete the Audits & Assessments Utilized
Webform when relying on third-party audits and assessments

Step 3 - Enter the name of the name of the organization that was assessed for the assessment being added to the
repository.

Step 4 - Select the Report Type from the options:

* Point-in-time assessment report(e.g., PCI DSS ROC, HITRUST Validated Report without Certification)

» Period-of-timeassessmentreport(e.g., SOC2 Type ll)

» Future-looking assessmentreport(e.g., HITRUST Validated Report with Certification, ISO 27001/2 Certification Report)

Assessment Utilized Assessed Organization Report Type Report Date Utilization Approach Platforms Location/Facilities Assessment Domains
H [=]
soc2 XY7 Colocations Select One o Reliance ok A R — 11 Access Control, 18
Physical &

Select One _ : N ironmental Security
Point-in-time assessment report (e.g. PCI DSS ROC, HITRUST CSF Validated Report without Certification)

Period-of-time assessment report (e.g. SOC 2 Type Il)
m Future-looking assessment report (2.g. HITRUST CSF Validated Report with Certification, 1SO 27001/2 Certification Report)
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Instructions: How to complete the Audits & Assessments Utilized

Webform when relying on third-party audits and assessments

s0C2 XYZ Colocations Pointintime a: w  1heassessmentreport’s Reliance LATFORMS - FACTLITIES - 11 Access Control, 18
issuance date Physical &
mm/dd/yyyy ] Environmental Security
Date of the assessment’s
report *
mm/dd/yyyy (]
s0C 2 XYZ Colocations Period-of-time The asses;ment report’s Reliance LATFORMS ~ FACILITIES ~ ii A(.:CElS; Control, 18
issuance date ysica
Step 5 - E nte r the re I eva nt mm/dd vy ] Environmental Security
.
report dates depending on the ,
The assessment report’s
1 dit period start date *
Report Type selectedin Step 4. P per st e
The assessment report’s
audit period end date *
mm/dd/yyyy i
SoCc 2 XYZ Colocations Future-ooking v The assessment report’s Reliance LATFORMS - FACILITIES ~ 11 Access Control, 18
issuance date Physical &
mm/dd/yyyy [} Environmental Security

Date of the assessment’s
report *

mm/ddiyyyy (|

The assessment report’s
validity end date *

mm/dd/yyyy ]
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Instructions: How to complete the Audits & Assessments Utilized
Webform when relying on third-party audits and assessments

Step 6 - After a document has been identified as an attestation report issued by a third party and has been linked to at
least one requirement statement, the External Assessor or Assessed Entity should return to the Audits and
Assessments Utilized webform to selectthe relevant Platforms and Facilities.

Step 6a - The External Assessor or Assessed Entity should select the platforms that are relevant to the assessment
utilized. The options listed will be the platforms/systems that were entered on the Scope of the Assessment page.

S0C 2 XYZ Colocations Period-oitime v lee assessment report’s Reliance PLATFORMS = CACILITIES - 11 AcI:cess Control, 18
ssuance date Physical &

06/03/2021 | Environmental Security
D Platform ABC

The assessment report’s

Step 6b - The External Assessor or Assessed Entity should select the facilities that are relevant to the assessment
utilized. The options listed will be the facilities that were entered on the Scope of the Assessment page.

S0C2 XYZ Colocations Period-of-time v _The assessment report’s Reliance L ATEORMS - FACILITIES = 11 AcI:cess Control, 18
ssuance date Physical &

06/03/2021 [ mental Security
D Data Center 123

The assessment report’s
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