
Introducing the HITRUST CMMC Scorecard™

To address national security concerns within their third-party ecosystem, the United States Department of Defense (DoD) has mandated that 
all organizations doing business with the DoD—regardless of size, industry, or level of involvement—have the maturity of their cybersecurity 
operations independently certified against the newly established Cybersecurity Maturity Model Certification (CMMC) Framework. Governed by 
an overarching Accreditation Body, the CMMC program requires every contractor to be audited by an independent third-party auditor, or CMMC 
Third-Party Assessment Organization (C3PAO).

Though the requirements and expectations for C3PAOs have yet to be established, we understand that CMMC is top of mind for many of 
our valued HITRUST® Authorized External Assessor organizations as you continuously seek to address the needs and concerns of your own 
communities. In an effort to help address these concerns, we have compiled a couple of relevant FAQs:

How does my role as a HITRUST Authorized External Assessor relate to CMMC?
There are advantages to being an External Assessor if your organization decides to become a C3PAO. Your organization will be able to leverage 
the HITRUST Approach™ in the following ways, enabling simultaneous completion of both the CMMC Assessment and a HITRUST Assessment in the 
MyCSF platform:

• Complete any required self-assessments under NIST 800-171 guidance; currently, NIST 800-171 is integrated with the HITRUST 
CSF® as a mapping and a NIST 800-171 Scorecard is available for organizations with annual HITRUST MyCSF® subscriptions.

• CMMC will be included in the HITRUST CSF framework, and the MyCSF platform as an optional regulatory factor for selection 
during scoping for a targeted assessment or the ability to run a HITRUST CMMC Scorecard.

• The HITRUST CSF and its supporting Library resources continue to be available.

How do I help clients prepare for CMMC?
You can guide your clients on how to leverage the HITRUST CSF framework and the MyCSF assessment platform to prepare for and conduct 
a CMMC Assessment. The CMMC Model is assessment tool agnostic and MyCSF is the best in class information risk management platform for 
assessing and reporting information risk and compliance. Organizations can leverage MyCSF to conduct self-assessments under NIST 800-171 
as part of the requirements.

1. Familiarize yourself with the CMMC requirements from a scoping, applicability, and assessment perspective. 
2. Ensure your customers are correctly interpreting and applying the CMMC requirements.
3. Assist your customers in suitably leveraging the HITRUST CSF to ensure coverage of the CMMC requirements and properly documenting 

compliance with controls in pursuit of their third-party review. 

For additional guidance detailing how your clients can prepare for CMMC Assessments by leveraging HITRUST, see our datasheet.
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