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Q: What is the Cybersecurity Maturity Model Certification (CMMC)?

A: To address national security concerns within their third-party ecosystem, the United States Department of Defense (DoD) 
has mandated that all organizations doing business with the DoD, regardless of size, industry, or level of involvement, have the 
maturity of their cybersecurity operations assessed against the newly established Cybersecurity Maturity Model Certification 
(CMMC) Framework. Governed by an overarching Accreditation Body, the CMMC program aims to enforce the Defense Federal 
Acquisition Regulation Supplement (DFARS) and National Institute of Standards and Technology (NIST) frameworks by requiring 
every CMMC Level 2 (prioritized acquisition) and Level 3 contractor to be audited by an independent third-party auditor or CMMC 
Third-Party Assessment Organization (C3PAO). 

Q: Is there a self-assessment option?

A: CMMC Level 1 and 2 (unprioritized acquisition) organizations may self-assess/attest.  Level 2 (prioritized) and Level 3 
organizations can download the CMMC framework and perform readiness assessments on their own. However, these  
organizations must have their capability validated against the CMMC by an accredited third-party assessor (C3PAO), all of which 
are governed by the CMMC Accreditation Body which issues certification. 

Q: This seems expensive; can my organization afford to become certified?

A: The DoD has made it clear that this will not be optional, however the CMMC is an allowable reimbursable cost with several 
different levels of granularity and rigor, designed to be attainable for organizations of all sizes and across all industries. 
Organizations pursuing or who have already earned HITRUST CSF Certification can realize substantial economies of scale reducing 
their costs associated with demonstrating compliance with the CMMC.    

Q: How do I know whether my organization will be subject to CMMC requirements?

A: All organizations doing any business, or intending to do business, with the DoD must achieve CMMC, however the level to 
which your organization will need to comply will vary depending upon the nature of your relationship with the DoD.

 
Q: My organization currently has a contract with the DoD; how will CMMC requirements impact us?

A: Your organization will need to obtain CMMC at the appropriate specified level when compliance becomes mandatory. 

Q: What are the different levels of certification? 

A: CMMC Levels are 1-3, Level 1 being the most basic or foundational security controls, Level 2 addressing good cyber hygiene, 
and Level 3 being the most progressive or rigorous.
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Q: How do I know which level my organization needs to be compliant with and assessed against?

A: All DoD project contracts will have a CMMC Level associated with them; all organizations submitting a bid for a contract are 
required to obtain the specified level CMMC to be considered.

 
Q: When does my organization need to be certified by?

A: Mandatory compliance is anticipated as soon as title 32 CFR rulemaking is complete, and the CMMC program requirements 
have been implemented as needed into acquisition regulations through title 48 rulemaking which could be sometime in late 2022 
or early 2023.

 
Q: What can my organization do now to prepare for CMMC requirements?

A: Although version 2 of the CMMC framework has yet to be released, it is based upon NIST SP 800-171 r2. Organizations can 
utilize this framework as a guideline for what to expect the CMMC framework to look like. Assessing your organization against 
these requirements can lend insight to organizations as to their current security postures and any remediation efforts that may be 
required for CMMC. To learn how HITRUST can help your organization prepare for CMMC, read more here.


