Adoption & Integration of HITRUST’s
Third-Party Risk Management Program

FAQs

FAQs are specific to this webinar. Visit our General FAQs here.

Q: How does the HITRUST CSF® Assessment report ensure transparency, accuracy and consistency so I can rely on the findings?
The HITRUST CSF is the premier and most comprehensive security, privacy, and risk assessment tool information an organization can
use to evaluate its posture and provide third-party assurance. Specifically, the HITRUST CSF provides comprehensive coverage of privacy
and information security based on more than 35 authoritative sources and prescriptive control requirements (safeguards) that support
implementation in the intended environment and help organizations mitigate the risk posed by multiple and varied threats.
•

The controls and implementation, assessment and reporting methodologies are vetted by organizations and industry experts such as
leading professional services firms via an open and transparent development and update process.

•

The CSF controls specified in the framework are supported by detailed audit or assessment guidance that helps ensure consistency in
evaluation and reporting regardless of the specific assessor used.

•

CSF controls are evaluated against a rigorous maturity model that helps ensure accuracy of the assessment results.

•

Full chapter and verse traceability is provided for all CSF controls back to their original authoritative sources along with illustrative
procedures to enable consistent interpretations of requirements and responses by all parties relying on this information.

•

The transparency of the approach along with the overall consistency and accuracy of the assessment helps ensure the HITRUST CSF’s
implementation is reliable, i.e., organizations can rely on the assurances provided by the CSF Assessment report.

Additionally, HITRUST® maintains the CSF with regular updates to incorporate new control requirements as the practices of leading
organizations evolve and as new legal and regulatory requirements emerge.

Q: Why shouldn’t I just accept an ISO 27001 certification or SOC 2 report?
In the case of ISO 27001, the focus of the certification is on the information security management system (ISMS), which includes an
evaluation of the information security risk assessment and treatment processes. However, “organizations can design controls as required, or
identify them from any source” (ISO 27001, § 6.1.3.b, p. 4). Further, although ISO 27001 Annex A contains a list of control objectives and
controls, they are not exhaustive and additional control objectives and controls may be needed” (Ibid., § 6.1.3.c, p. 4). And although the ISO
assessor must produce a “Statement of Applicability that contains the necessary controls (see 6.1.3 b) and c)) and justification for inclusions,
whether they are implemented or not, and the justification for exclusions of controls from Annex A” (Ibid., § 6.1.3.d, p. 4), it doesn’t extend
beyond what’s required in Annex A.
Subsequently, organizations have wide latitude in the controls they specify to address the risks they identify at a level suitable to their risk
appetite. ISO certification assessors also have some latitude in how they assess the effectiveness of the controls, and there is no quality
control of the assessments other than a general requirement that consultants helping organizations prepare for ISO certification do not
perform the certification assessment.
In essence, we’re left with the same problems that existed before the creation and implementation of the HITRUST CSF—a lack of sufficiency
and prescription in the control requirements, lack of comprehensiveness related to regulations, legislation and other relevant requirements
such as best practice framework, and uncertain rigor and approach to the assessments, as well as limited quality control.
The HITRUST CSF, on the other hand, provides a minimal baseline of comprehensive, prescriptive control requirements tailored to specific
organizational, system and regulatory risk factors. And the specific focus of HITRUST CSF certification is on the maturity of the entities
baseline implementation of the control using a specific, rigorous assessment approach and scoring model in order to gauge the level of
excessive residual risk to sensitive information such as PII or ePHI in the organization. HITRUST also provides detailed assessment procedures
for each control requirement, and ensures assessments are performed by trained, qualified assessor organizations and that each assessment
undergoes a quality assurance review to ensure accuracy and completeness before awarding certification.
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In the case of a SOC 2 report, the SOC 2 itself does not provide the full context for the controls needed to achieve the objectives specified
by the AICPA® Trust Services Criteria for Security, Confidentiality and Availability versus being based on a comprehensive set of prescriptive
yet tailorable controls such as those provided by the HITRUST CSF information protection framework. Without this context, downstream
organizations seeking to rely on the SOC2 reports of their vendors and partners must do a lot of additional and unnecessary work to
understand and evaluate the content to determine whether an appropriate set of controls has been implemented and whether risk has been
managed to a level acceptable for their own purposes.
However, a SOC 2 report leveraging the HITRUST CSF ensures organizations address the AICPA Trust Services Criteria with a reasonable and
appropriate set of security and privacy controls. This ensures a standardized set of industry-relevant control requirements are identified for
each criterion, and the assessment of these controls are conducted with a specific approach and level of rigor that provides relying entities,
including regulators and other third parties, with accurate, consistent and repeatable assurances. It also ensures organizations provide an
industry-acceptable level of residual risk and satisfy their contractual and regulatory compliance requirements.
You can find more information on the benefits of the SOC 2 + HITRUST approach on the HITRUST Website. You will also find a mapping
of the Trust Service Criteria to the latest version of the HITRUST CSF, frequently asked questions, and templates that can be used by
management for its assertion and the CPA firm for its opinion.

Q: If a vendor is already leveraging ISO 27001 or NIST SP 800-53, does this mean they need to redo their entire security
program to do a CSF Assessment?
No, not at all. In fact, if an organization has adopted ISO or NIST as the control framework upon which to base their security program, the
transition to HITRUST is both natural and seamless. To begin, the HITRUST CSF already encompasses 100% of the control requirements from:
•

ISO 27002-2005 controls (mapping is trivial, as the HITRUST CSF is built on ISO 27001)

•

ISO 27002-2013 controls

•

NIST SP 800-53 r4 controls, moderate- level baseline

•

CMS ARS 3.1 (for those obligated to follow the DHHS/CMS specific version of NIST)

•

MARS-E (subset of 800-53 r4)

To make the process of aligning from a standard like ISO or NIST to the HITRUST CSF a seamless transition, HITRUST provides a HITRUST
CSF Standards & Regulations Cross-Reference (X-Ref) spreadsheet with detailed mappings. Furthermore, not only do the vendor’s existing
controls directly map to HITRUST, but in all but the most unusual situations, vendors will find that they already meet the majority of the
HITRUST CSF control requirements. Lastly, to the degree that a vendor’s customers are requiring implementation of additional controls, the
HITRUST CSF provides a clear and concise roadmap for additional controls fulfillment.

Q: How do I understand the scope of the assessment and what was tested as part of a HITRUST CSF Assessment?
•

Every HITRUST CSF Assessment report contains a methodology and scoping section to provide a plain language description of the process
by which HITRUST assessments are conducted, the testing that is performed, and how certification is earned.

•

Furthermore, to ensure that all parties reviewing and relying up HITRUST CSF Assessment reports share the same understanding, a
boundary diagram is presented to graphically depict what is and what is not in scope and clarifying language is included to further
facilitate correct understanding.

•

In the HITRUST CSF reports there is a table listing the systems/applications, locations and infrastructure that are included in the scope of
the assessment. It also includes for the systems/applications what was included and what was not included. Lastly, there is a high-level
diagram along with expanded narrative to communicate to the reader the scope of the assessment.
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Q: What if I need my vendors to comply with HIPAA, GDPR or FFIEC? Is that possible in a CSF Assessment report?
•

No problem. Because the HITRUST CSF incorporates and maps to the most comprehensive set of authoritative sources in the industry,
obligating your vendors to become HITRUST certified means they can readily report out their posture out against any of the numerous
regulations to which you might be subject.

•

Through the HITRUST XChange® Manager, you will be able to define the specific authoritative sources that need to be assessed as part
of the scope of assessment, which include HIPAA, GDPR, FFIEC, and 32 others.

Q: What if vendors complain about the cost associated with a HITRUST CSF self, validated or certified assessment?
•

In an information economy, data is valuable, and as is the case with all other treasured assets, care must be taken to ensure that bad
actors do not make off with such items and their value is preserved. We are all increasingly being asked to provide assurances to our
customers that doing business together will not expose them or their assets to risk. Doing so on a per customer basis is inefficient, time
consuming, costly, and reactive especially if each customer holds us to a different standard. By adopting the HITRUST CSF as its control
framework, vendors proactively manage this effort while remaining confident that they will be able to anticipate and favorably respond
to an increasingly broad set of customer requirements.

•

Organizations have had great success in communicating that a HITRUST CSF Assessment actually reduces the cost associated with third
party reporting significantly. The benefits to the vendor are associated with the reduction in the number of proprietary assessments,
questionnaires and other attestations they need to perform. The savings are in assessment costs and reduced staff engagement. The
HITRUST CSF Assessment costs no more than a commensurate third party assessment and in many cases, reduces the costs as one
assessment, “assess once, report many,” can be used to not only support many customers, but also varying standards and regulations
such as HIPAA, MARS-E, GDPR, FFIEC.

Q: What is the best message to communicate to vendors on why we are requiring HITRUST CSF Assessment report(s)?
•

In today’s information driven economy, it is difficult to conceive of an organization that exists completely unto itself without relationships
with customers, partners, and third parties. In fact, most organizations are part of one or more distinct “ecosystems” which enable
exchange of sensitive information needed to function. However, to be successful, said exchange must complete, confidential, well
controlled, accurate, and timely. In other words, each of us must be able to PROVIDE assurances to those organizations FROM whom
we receive information while also OBTAINING assurances from those organizations TO whom we entrust information. Unfortunately, the
process of obtaining and providing said assurances can be challenging, time consuming, and costly. HITRUST however, enables organizations
to meet this challenge in the most efficient, cost effective, and culturally attuned manner possible.

•

As part of our third party risk management program we need to obtain reliable and consistent information on the effectiveness of
the information security and privacy control in place with our vendors and business partners. In doing so, we want to be sensitive to
the impact these requests have on our vendors and business partners in the way of costs and impact of resources. We also understand
it is challenging for your organization to create, administer, respond to and manage multiple proprietary assessment requests. The
HITRUST CSF Assessment is universally adopted and can be leveraged across multiple customers in many ways, reducing the number of
assessments and associated costs and inefficiencies.
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