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Organizations today are facing a new, universal

Access to capital and customers
Is Increasingly becoming a

Stakeholders want assurances towards little or
Customers want assurances towards

It Is an challenge
for organizations to provide these assurances.
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You are focusing on driving your business.
Who Is focused on protecting it?
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It may be time to think about implementing a
comprehensive information risk management
and compliance program.

What metrics are we What is the most
using to measure effective way to evaluate
Are we addressing ourselves against the effectiveness of our

applicable state, comparable Ui @6 e o] 3T ©°J3o X
federal and organizations? s e A security controls?

International program

regulations? that scales
within our
organization?
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HITRUST

Champions programs and solutions that protect
sensitive information and manage information
risk and compliance, from start to finish, for

organizations across all industries.
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All the programs and tools you need in one spot Athe HITRUST Approach
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THIRD-PARTY
ATTESTATION QA/CERTIFICATIONS THIRD-PARTY RISK
FRAMEWORK ADOPTION ANA A el, il AND r2 FOR el, i1 AND r2 MANAGEMENT
» ®
HITRUST CSP - HITRUST Assessor Program HITRUST Assurance Program HITRUST Assessment
blatfo XChanged]
YThe Framework of Y Reduces assessment Y 100+ trained and qualified Y Delivers a higher level of Y Turnkey program to
Frameworks management costs independent assessor firms assurance to relying parties manage third-party risk
to choose from
YMaps to ~40 authoritative Y Data retained to easily Y Provides Competitive Y Constant visibility into your
sources perform multiple Y Information security Advantages °| 3T °J3o°o X Z |
assessments expertise (not just audit statuses
VEasiest way to assess against expertise) Y Able to achieve a 1-year
multiple regulations or Y Assess Once, Report (el andil) or 2year (r2) Y Easily integrates into
standards, such as HIPAA, Many.d] Y Internal Assessor Program Certification existing GRC or VRM
NIST Cybersecurity Solutions
Framework, and dozens more Y Leverage Internal or
External Control -
YFlexible/Scalable for any Inheritance to save time HITRUST Results Distribution Systemd] (RDS) _
organization size and money Best way to share and consume assessment results for relying parties

STAY AHEAD OF EVOLVING THREATS

Cyber Threat-Adaptive Assessment HITRUST Threat Catalogu®& HITRUST Academy®
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To improve trust and mitigate data breaches, HITRUS® addresses
the globally growing need for a common framework

tailorable to all sizes and types of organizations.

The HITRUST CSF

One of the most widely adopted
frameworks Dmaps to dozens of

authoritative sources
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HITRUST helps a broad range of organizations
build trust and earn new business.

Our solutions reduce cybersecurity risk and streamline compliancefor enterprises across multiple sectors.

A Healthcare
A Financial Services
A Higher Education HITRUST CS
A Manufacturing framework
N includes dozens of
A Retailing authoritative
A Media sources to meet
information risk
A IT Service Providers and compliance
. _ needsin nearly any
A Non-IT Services Providers environment!

And More

®
HlTRUST Organizations of all kinds
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The Top 3
Cloud Service
Providers are

HITRUST

HITRUST
serves 6 of

Certified » the Fortune

each serves
customers

across many
industries.

Top 10
Companies.

by using our Assess Once, Report Many methodologies.



No matter your industry, the HITRUST CSF includes a wide array
of standards, frameworks, and regulations.

CURRENT AUTHORITATIVE SOURCES INCLUDED IN THE HITRUST CSF v11:
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HITRUST CSPelivers greater assessment efficiency along with cyber threat relevance

T

Delivers Cyber Expands and Aligns
Threat-Adaptive Assessment Portfolio
Assessments
Single approach that covers
Framework and controls broad assurance needs for
leverage threat intelligence different risk levels and
information to proactively compliance requirements
defend against the latest providing greater assurance
cyberthreats, including reliability than other
ransomware and phishing. assessment options.
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Enables Traversable Reduces Level of Effort
Assessment Journey
Reuses the work in lower- The controls selection and
level HITRUST assessments  Specification ensure the most
to progressively achieve relevant controls are in place
higher assurances by sharing While removing redundancy and
common control can decrease the time and effort
requirements and toward HITRUST certification.
inheritance.

Expands Authoritative
Sources

Includes dozens of
authoritative sources with
regular updates powered by
the speed, efficiency, and
automation of Artificial
Intelligence (Al) mapping.
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Hundreds Of thOusandS Of Building and running a robust information risk
Security risk assessments management program can be overwhelming,

performed

' PRIVACY POLICY o

A HITRUST streamlines this process

7,

resource-intensive, and costly. For many
organizations, effectively managing this risk is a

complex and ever-changing process, often met

with confusion and stress.

for you, making it easier than ever

to ensure that sensitive
Information Is protected

effectively and efficiently.



Three cybersecurity assessment levels to meet nearly any need

] EsEas el HITRUST Essentials, -IYear Assessment
1-YEAR

HlTRUS’l‘ Focused on Foundational Cybersecurity Hygiene

CERTIFIED For lower-risk organizations validating the most critical cybersecurity controls.

HITRUST
Assessment ' INPLEMENTED 11 HITRUST Implemented, 1Year Assessment

Focused on Leading Security Practices

P O rtf()l I O l-lcl;l;!{lyg)]‘ For organizations with robust information security programs ready to demonstrate
Features

implementation of controls that protect against current and emerging threats.

D sk r2 HITRUST RiskBased, 2-year Assessment
2-YEAR

HlTRUST Focused on Expanded Capabilities

CERTIFIED For organizationsto demonstrate regulatory compliance against authoritative sources

such as HIPAA, the NIST Cybersecurity Framework, and dozens of others, or requiring

expanded tailoring of controls based on identified risk factors.
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3 HITRUST Certification Options One framework, assurance
For varying levels of budget, resources, and risk program, and assessment tool to
meet the information protection
needs of the entire enterprise.

r2

Expanded Practices A Unigue Assessment Portfolio Design supports an

efficient path to program maturity by sharing common
controls that build on each other.

. A Efficiency Innovations including control nesting,

| 1 internal/external control inheritance, and more

Leading Security Practices streamlined recertification.

el

Essentials

Control Nesting Facilitates a Seamless, Efficient, and Progressive
Assessment Journey to Demonstrate Growing Security Capabilities
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Our SaaS platform, MyCSF
will help you do it all.
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MyCSFis a purposely built platform that
helps you assess and report information

risk and compliance.

MyCSF makes it easy and costeffective for
your organization to manage information
risk, and our dedicated Customer Success
Managers will guide you throughout your

entire HITRUST journey.
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Starting your journey to HITRUST Certification

DOWNLOAD THE HITRUST CSF
FRAMEWORK

/ Identify your security and privacy controls.

\ CONDUCT A HITRUST READINESS
N ASSESSMENT USING OUR SAAS
PLATFORM, MYCSF

Allows you to self-assess using the standard
methodology, requirements, and tools provided

under the HITRUST Assurance Program.
\
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PREPARE FOR A HITRUST

VALIDATEIASSESSMENT
Select your authorized HITRUST

External Assessor to help with the

process. Then utilize MyCSF to

streamline preparedness.

UNDERGO A HITRUST VALIDATED
ASSESSMENT PROCESS USING MYCSF

Our Assurance Team audits your assessment and

will issue your certification (with a passing score).
-

RECEIVE YOUR HITRUST LETTER OF
Y CERTIFICATION

For r2 maintain certification every 2 years,

complete an r2 Interim Assessment at the 1-year

mark. For el and i1 maintain certification annually.
.
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