How HITRUST
Helps Organizations
Manage Risk
Securing the Future of the Digital World™.

Organizations today are facing a new, universal challenge.
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You are focusing on driving your business.
Who is focused on protecting it?
Are we addressing
applicable state, federal
and international
regulations?

What metrics are we using to
measure ourselves against
comparable organizations?

What is the most effective way to
evaluate the effectiveness of our
third parties’ privacy and
security controls?

How do we select a
program that scales
within our organization?

It may be time to think about implementing a comprehensive
information risk management and compliance program.
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HITRUST can help. About us:
HITRUST® champions programs and solutions that protect sensitive information and manage information risk &
compliance, from start to finish, for organizations across all industries.
HITRUST addresses the globally growing need for a common framework, tailorable to all sizes and types of
organizations, to improve trust and mitigate data breaches.

One of the most widely
adopted frameworks –
comply with more than
40 authoritative sources
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Hundreds of thousands
of security risk
assessments performed

All the programs and
tools you need in one
spot – the
HITRUST Approach
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Data protection, information risk, and compliance
programs — all in one approach.
Building and running a robust information risk management program can be overwhelming,
resource-intensive, and costly. For many organizations, effectively managing this risk is a complex
and ever-changing process, often met with confusion and stress.

HITRUST streamlines this process for you, making
it easier than ever to protect sensitive information
effectively and efficiently.
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The best choice for your organization’s information risk
management and compliance program.
The HITRUST Approach provides everything you need in one place.
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HITRUST Assurance Program

HITRUST Shared
Responsibility &
Inheritance Program™

HITRUST CSF®
Framework

HITRUST Threat
Catalogue™

HITRUST Assessment
XChange™

HITRUST MyCSF®
Platform

HITRUST Results
Distribution System

The HITRUST Approach eliminates the need for multiple assessments and reports,
scales and customizes to adapt to your organization’s growing needs, and is based
on the most up-to-date framework that incorporates international, federal, and
state regulations concerning security and privacy.

HITRUST Third Party
Assurance Program™

HITRUST Academy®
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The HITRUST Approach
HITRUST has data protection, information risk, and compliance programs — all in one approach, the HITRUST Approach.
1. HITRUST CSF—a robust privacy and security controls framework
2. HITRUST Threat Catalogue—a list of reasonably anticipated threats mapped to specific HITRUST
CSF controls
3. HITRUST Assurance Program—a scalable and transparent means to provide reliable assurances to
internal and external stakeholders
4. HITRUST Shared Responsibility and Inheritance Program—a means to automatically import prior
HITRUST control assessment testing results and scoring that are available from providers of
internal shared IT services and external cloud-hosted services, supported by a suite of matrices
that clarify shared responsibilities
5. HITRUST Assessment XChange—an automated means of sharing assurances between
organizations
6. HITRUST MyCSF—an assessment and corrective action plan management platform
7. HITRUST Third-Party Assurance Program—a third-party risk management process and a managed
third-party risk management service
8. HITRUST Academy—a comprehensive training program designed to educate about information
protection and the implementation of the HITRUST CSF
9. HITRUST RightStart Program—assist and guide start-up organizations build a solid foundation for
risk management, compliance, and privacy
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NEW HITRUST ASSESSMENT PORTFOLIO BY LEVEL OF EFFORT & ASSURANCE

HITRUST Basic, Current-State (bC) Assessment: Focus on good
security hygiene controls in virtually any size organization with a
simple approach to evaluation, which is suitable for rapid and/or
low assurance requirements

HITRUST Riskbased, 2-year
Assessment

i1

MEDIUM

HITRUST
Implemented, 1year Assessment

bC

Basic, Currentstate Assessment
LOW

HITRUST Implemented, 1-year (i1) Validated Assessment: A
threat-adaptive assessment focused on best security practices
with a more rigorous approach to evaluation, which is suitable
for moderate assurance requirements

LEVEL OF ASSURANCE

HITRUST Risk-Based, 2-Year(r2) Validated Assessment: Focus
on a comprehensive risk-based specification of controls
suitable for most organizations with a very rigorous approach
to evaluation, which is suitable for high assurance requirement

r2

HIGH

Assessment options to
meet every level of
assurance.

LOW
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MEDIUM

HIGH

LEVEL OF EFFORT
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Not all assurances are created equal: buyer beware!
TRANSPARENCY

CONSISTENCY

Transparency is needed for internal and external stakeholders to
understand the framework your organization uses to satisfy compliance
objectives. The framework should be publicly available, widely adopted,
and well-understood so that report recipients understand how the
controls were selected, evaluated, and scored.

When frameworks are vague, subjective, or free of maturity levels
and scoring methodologies, it becomes difficult to gauge an
organization’s posture against that of another framework or even an
industry baseline. This problem is compounded when assessment
activities are not subject to quality and integrity reviews by an
independent third-party assessor or certification body.

Key Questions:
•
•

Where do the assessed Controls come from?
How do you know the control requirements are
suitable?

RELY-ABILITY
TRANSPARENCY + CONSISTENCY
+ ACCURACY + INTEGRITY

ACCURACY

Many other frameworks and assurance programs are qualitative,
judgment-based, and devoid of any quantitative measurements

Key Questions:
•

How granular is the scoring / evaluation model to
evaluate the control environment?
What infrastructure exists to inherit assessment results
from vendor-performed controls?

•
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Key Questions:
•
•

Can the effort result in a Certification?
How many entities issue these certifications or
opinions?

INTEGRITY

Simply put, the integrity of your assessment reports and assurances
to internal and external stakeholders depends upon an audit and
validation process during which trained external assessors evaluate
your control requirements one by one and say things like: "Prove to
me you're doing this," or “Show me where it's documented."

Key Questions:

• Is the Assessor's methodology, testing, and
deliverables peer-reviewed by other firms?
• Are the assessor's methodology, testing, and
deliverables reviewed by an accreditation and/or
standards-enforcement body?
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HITRUST Results Distribution Systems (RDS)
Simplifies Obtaining, Interpreting, and Analyzing Third-Party Assessment Results. Unlike most other certification and
accreditation bodies that are fragmented and decentralized, HITRUST is the sole issuer of all HITRUST assessment results.
Leveraging our unique position in the industry allows HITRUST to ensure transparency, integrity and validity of the assurance
process and simplify the sharing of assessment results through the RDS centralized electronic distribution system.
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Benefits of a HITRUST Certification
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1

Provides significant assurances that can be relied upon by all applicable parties such as
clients, vendors, shareholders, and internal stakeholders.

2

Differentiates your organization relative to security and privacy posture

3

Reduces unnecessary efforts to responding to third-party proprietary questionnaires

4

Increases awareness of your organization’s relative risk exposure, inherent risk, current
security posture, the maturity of your information risk management program and your cyber
security program posture.

5

Demonstrates that your organization is committed to managing risk, improving its security
posture, meeting compliance requirements and being adaptive to common cyber threats.
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Potentially helps save on cybersecurity insurance premiums

7

Starts conversations and potential new business partnerships with organizations who may
require in-depth, third party verified assurances
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Starting Your Journey to HITRUST Certification

1

Download the HITRUST CSF framework

2

Conduct a HITRUST Risk-based, 2-year (r2) or Implemented, 1-year (i1) Readiness Assessment using
our SaaS platform, MyCSF

3

Prepare for a HITRUST Risk-based, 2-year (r2) or an HITRUST Implemented 1-year (i1)
Validated Assessment

4

Undergo a HITRUST r2 or i1 Validated Assessment process using MyCSF

5

Receive your HITRUST Letter of Certification

• Identify your security and privacy controls

• Allows you to self-assess using the standard methodology, requirements, and tools provided under the HITRUST Assurance Program

• Select your authorized HITRUST External Assessor to help with the process
• Utilize MyCSF to streamline preparedness

• Our Assurance team audits your assessment and will issue your certification (assuming a passing score)

• For r2 maintain certification every 2 years, complete an r2 Interim Assessment at the 1-year mark
• For i1 maintain certification annually

*Recommended best practices. Every organization is unique in their needs.
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We go to great lengths to be your ultimate resource for data protection.
What is our current compliance posture?
What is our current security posture?
What is our current privacy posture?
What is our current risk exposure?
How do we know if what we’re doing is sufficient?
How do we compare to other organizations in our industry?
What level of resources do we need to apply?
To whom and how should we organize around security?
To whom do we need to provide assurances and how?
What do our customers expect of us?
What do we need to do to fulfill our due diligence expectations?

HITRUST focuses on continuously developing tools, products, and services that
improve information risk management and compliance, doing the heavy lifting
so you can focus on the real task at hand: DRIVING YOUR BUSINESS.

From whom do we need to obtain assurances?
What level of residual risk is acceptable?
What do we need to do to qualify for cyber insurance?
How might we reduce our insurance premiums?
What additional requirements would we need to meet to
expand into a new geographic market?
What would be expected of us if we were to start
supporting a new industry sector?
Where do we begin?
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No matter your industry, HITRUST has you covered.

Is your organization already considering another framework or standard? It’s likely already mapped to the HITRUST CSF.
Current Authoritative Sources included in the HITRUST CSF:
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1 TAC 15 390.2

CCPA 1798

IRS Pub 1075 (2016)

OCR Audit Protocol (2016)

16 CFR 681

CIS Controls v7.1

ISO 27799:2016

OCR Guidance for Unsecured PHI

201 CMR 17.00

CMS ARS v3.1

ISO/IEC 27001:2013

OECD Privacy Framework

21 CFR 11

COBIT 5

ISO/IEC 27002:2013

PCI DSS v3.2.1

23 NYCRR 500

CSA CCM v3.0.1

ISO/IEC 29100:2011

PDPA

45 CFR HIPAA.BN

DHS CISA CRR v1.1

ISO/IEC 29151:2017

PMI DSP Framework

45 CFR HIPAA.PR

CMMC v1.0

MARS-E v2

SCIDSA 4655

45 CFR HIPAA.SR

EHNAC

NIST Cybersecurity Framework v1.1

TJC

AICPA TSP 100

EU GDPR

NIST SP 800-171 r2

APEC

FedRAMP

NIST SP 800-53 r4

CAQH Core Phase 1

FFIEC IS

NRS 603A

CAQH Core Phase 2

HITRUST De-ID Framework v1

NYS DOH SSP v3.1

HITRUST leads the market with the only
solution that integrates 40+ authoritative
sources into one certifiable framework,
allowing you to Assess Once, Report Many.
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With the gold standard in risk management frameworks, the HITRUST Approach
is the most comprehensive.

* Since HITRUST, ISO, NIST and PCI are all
RMFs, the document specifying their associated
controls is used in the table to uniquely identify
them
† The NIST Cybersecurity Framework is a highlevel framework that relies on the specification
or design of additional controls to support the
framework’s recommended outcomes
‡ HIPAA specifies information security
requirements (generally at a high level) but is a
U.S. federal regulation and not a risk
management framework

15

HT-001-07

Justification for Investment

80%
of top cloud service
providers use the
HITRUST CSF

Save on cybersecurity
insurance premiums with
HITRUST Certification

86%

of people are unlikely to do
business with an organization
that suffered a data breach
involving card data1

Save time and money spent on
answering questionnaires, with
our Assess Once, Report Many™
methodology

$3.92

LESS

average cost of a
data breach3

cyber risk today and high
probability of continued
risk reduction into the
future4

MILLION

75%
of Fortune 20
Companies utilize the
HITRUST CSF2

46%
of breached organizations
suffered damage to their
reputations and brand
value5

Data Sources:
1Ponemon Institute Report, “The Aftermath of a Data Breach: Consumer Sentiment
2HITRUST internal data based on subscription customers and organizations that have downloaded the HITRUST CSF Framework
3IBM Security
4HITRUST Whitepaper: Improving Information Risk Management and Assurance in a Cyber World
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HITRUST Certification provides a competitive advantage.
Take a look at what some of our customers have to say:
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Our SaaS platform, MyCSF, will help you do it all.
The foundation of the HITRUST journey is the HITRUST CSF framework, which is fully integrated into MyCSF: a
purposely built platform that helps you assess and report information risk and compliance.
MyCSF makes it easy and cost-effective for your organization to manage information risk, and our dedicated
Customer Success Managers will guide you throughout your entire HITRUST journey.

Save time
Save money
“Assess Once, Report Many”
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Ready to elevate your organization’s security and privacy posture?

Call us directly
1-855-HITRUST
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Email our Product Specialists
info@HITRUSTAlliance.net

View more resources
HITRUSTAlliance.net
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HITRUSTAlliance.net
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