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Introduction  
OVERVIEW 

HITRUST, the organization responsible for the development of the HITRUST 

CSF, and the AICPA have collaborated to develop and publish a set of 

recommendations to streamline and simplify the process of leveraging 

the HITRUST CSF and CSF Assurance programs for SOC 2® reporting.1

The HITRUST CSF is an overarching security framework that incorporates 

and leverages many existing security requirements that organizations 

must comply with, including requirements of federal (for example, 

HIPAA), state (for example, Massachusetts 201 CMR 17.00, Texas Health 

and Safety Code 181), third party (for example, PCI and COBIT), and  

other governmental agencies (for example, NIST, FTC, and CMS). It also 

can be used to evaluate compliance with the European Union General 

Data Protection Requirement (GDPR).

HITRUST BACKGROUND 

Founded in 2007, HITRUST Alliance is a not-for-profit organization whose mission is to champion programs that safeguard sensitive 

information and manage information risk for organizations across all industries and throughout the third-party supply chain. In 

collaboration with privacy, information security and risk management leaders from both the public and private sectors, HITRUST  

develops, maintains and provides broad access to its widely adopted common risk and compliance management and de-identification 

frameworks; related assessment and assurance methodologies; and initiatives advancing cyber sharing, analysis and resilience.  

Visit www.HITRUSTalliance.net for more information about HITRUST, the HITRUST CSF, and other HITRUST offerings and programs. 

HITRUST CSF ASSURANCE PROGRAM 

An integral component to achieving HITRUST’s goal to advance the industry’s protection of sensitive information is the establishment 

of a practical mechanism for validating an organization’s compliance with the HITRUST CSF. To address this HITRUST developed the 

HITRUST CSF Assurance program, which encompasses the common requirements, methodology, and tools that enable both  

organizations and their business partners to take a consistent and incremental approach to managing compliance.

HITRUST leverages the work of approved HITRUST CSF assessor firms who perform an assessment of an organization in connection 

with the organization’s application for HITRUST CSF certification. HITRUST evaluates the results of the work performed by the 

assessor firm to validate the organization’s assessment. HITRUST makes a determination about whether the organization meets the 

HITRUST CSF criteria and then issues a HITRUST CSF certification report if the organization meets the criteria.

SOC 2 + HITRUST CSF REPORTING OPTIONS 

A mapping between the requirements of the HITRUST CSF and the security, availability, and confidentiality criteria included in the 

AICPA’s Trust Services Criteria (applicable trust services criteria) has been developed and made available on the AICPA’s and HITRUST’s 

website to enable service organizations to provide information to users of the service organization’s system about whether controls 

1  SOC: System and Organization Controls.

http://www.HITRUSTalliance.net
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at the service organization relevant to security, availability, and confidentiality are suitably designed and operating effectively to 

meet the applicable trust services criteria and the HITRUST CSF criteria. This enables the service organization to communicate the 

processes and procedures it uses to meet the applicable trust services criteria as well as those it uses to meet the HITRUST CSF criteria, 

thereby increasing transparency and providing users with additional information for decision making.

Service organizations may wish to consider the following four options for reporting:2 

1. SOC 2 reporting only—This option provides the service organization with a service auditor’s examination report that 

includes an opinion about whether the description is presented in accordance with the description criteria in the DC 

section 200, 2018 Description Criteria for a Description of a Service Organization’s System in a SOC 2® Report (AICPA, 

Description Criteria)3, and an opinion on the suitability of the design and operating effectiveness of the controls to achieve 

its service commitment and system requirements based on only the applicable trust services criteria. The report does not 

include an opinion on whether the controls were suitably designed and operating effectively based on the HITRUST CSF 

criteria. (Service organizations may include a mapping of the HITRUST CSF criteria to the applicable trust services criteria in 

section 5 [unaudited section] of the SOC 2 report to provide additional information for report users.)

2. SOC 2 + HITRUST CSF reporting—This option is used when a service organization wants its service auditor to express an 

opinion on whether the controls at the service organization are suitably designed and operating effectively to meet the 

HITRUST CSF security certification criteria or the HITRUST CSF comprehensive security criteria (includes those required for 

certification) as scoped to the service organization, in addition to the applicable trust services criteria. It provides the service 

organization with a service auditor’s examination report that includes

• An opinion about whether the description is presented in accordance with the description criteria in DC section  

         200 and

• An opinion on the suitability of the design and operating effectiveness of the controls based on

— The applicable trust services criteria and

— The HITRUST CSF certification criteria or the HITRUST CSF comprehensive security criteria as scoped to the   

     service organization

3. HITRUST CSF certification (without a SOC 2 report)— This option is used when a service organization wants to provide 

its stakeholders with a HITRUST CSF certification report but does not choose to provide them with a SOC 2 report. This 

engagement is performed by an approved HITRUST CSF assessor and based on the HITRUST CSF certification criteria. That 

assessor may be, but is not required to be, a CPA firm. The engagement consists of an assessment that is submitted to 

HITRUST for evaluation and, if the service organization’s controls meet the HITRUST CSF certification criteria based on a 

determination by HITRUST, HITRUST will issue a certification report. 

2  Except for option 3, HITRUST CSF certification (without a SOC 2 report), these options are performed by a CPA under the AICPA Attesta-
tion Standards. 
3 For report period ended on or prior to December 15, 2018, the SOC 2 report may be prepared using the DC section 200A Description 
Criteria and related 100A 2016 trust services criteria which are available from the AICPA.
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4. SOC 2 + HITRUST CSF + CSF certification—This option is used when a service organization wants a service auditor’s 

opinion on whether the controls at the service organization are suitably designed and operating effectively to meet 

(a) the applicable trust services criteria, and (b) either the HITRUST CSF security criteria required for certification or the 

HITRUST CSF comprehensive security criteria as scoped to the service organization; and also wants the SOC 2 examination 

report and the HITRUST CSF report combined into one report. It provides the service organization with a service auditor’s 

examination report that includes an opinion about whether the description is presented in accordance with the description 

criteria in DC section 200, and an opinion on the suitability of the design and operating effectiveness of the controls based 

on (1) the applicable trust services criteria and (2) the applicable HITRUST CSF criteria. The HITRUST CSF certification report 

(refer to option 3 discussed previously) would be include in the unaudited section of the SOC 2 report. Typically, the service 

auditor and the approved HITRUST CSF assessor are the same firm and the tests performed and results of tests performed 

by the service auditor or approved HITRUST CSF assessor (or both) are considered by HITRUST as a portion of the basis for 

the HITRUST CSF certification.

Combining a SOC 2 report with a HITRUST certification enables organizations to communicate, in a single report, information 

about their programs for complying with regulatory requirements and about the organization’s controls over protected sensitive 

information to meet the applicable trust services criteria and the HITRUST CSF criteria. This provides service organizations with the 

ability to increase transparency and communicate through a single deliverable to customers, business partners, and stakeholders.

KEY REFERENCES 

The following resources may be helpful in understanding the types of engagements and resulting reports discussed in this 

paper: Attestation Standards (Clarified) (Attestation Standards); AICPA Guide SOC 2® Reporting on an Examination of Controls 

at a Service Organization Relevant to Security, Availability, Processing Integrity, Confidentiality, or Privacy; HITRUST CSF; HITRUST 

CSF Assurance Program Requirements; HITRUST Assessment Methodology; and Risk Analysis Guide for HITRUST Organizations 

and Assessors.

HITRUST CSF and HITRUST CSF Certification 

As previously described, HITRUST has developed and published the HITRUST CSF and the HITRUST CSF certification program.

Q: Is a HITRUST CSF certification a reporting option under the Attestation Standards? 

A: No. HITRUST CSF certifications are issued by HITRUST based on policies and guidelines it has established. HITRUST 

administers the program in which assessments are performed and HITRUST CSF certification reports are issued.

Q: Is a HITRUST CSF certification part of SOC 2 + HITRUST CSF engagement? 

A: No. The information in a service auditor’s report resulting from a SOC 2 + HITRUST CSF engagement may be used by service 

organizations as input to the HITRUST CSF certification process, but does not equate to a HITRUST CSF certification. The 

HITRUST CSF certification report is separate and distinct from any deliverable issued under AICPA standards. The HITRUST CSF 

contains specific implementation requirements (criteria), which in most situations satisfy the requirements for suitable criteria as 

specified in the Attestation Standards and may be used in the performance of an attestation engagement under the Attestation 

Standards. The use of the HITRUST CSF requirements as suitable criteria in an attestation engagement performed under the 

Attestation Standards is not equivalent to a HITRUST CSF certification.
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Q: If I am a CPA, how can I assist an organization that wishes to obtain HITRUST CSF certification? 

A: Approved HITRUST CSF assessors can perform an assessment of an organization’s controls in connection with 

the organization’s application for HITRUST CSF certification. A CPA may perform such an assessment as a consulting 

engagement, or may perform an agreed-upon procedures engagement under the Attestation Standards, or other 

guidance, as deemed appropriate by that firm. HITRUST evaluates the results of the work performed by the assessor to 

validate the organization’s self-assessment and determines whether a HITRUST CSF certification should be issued. The CPA 

will also need to be approved by HITRUST as a HITRUST CSF assessor and adhere to HITRUST’s requirements relating to 

assessments and certifications (contact www.HITRUSTalliance.net for further information).

Q: When performing a SOC 2 + HITRUST CSF engagement, how can a service organization communicate the 

maturity of its control attributes (for example, the HITRUST maturity characteristics of measured and managed)? 

A: To better communicate the maturity of its control attributes, service organizations can identify controls that help provide 

reasonable assurance that control activities implemented to meet the HITRUST implementation requirements are measured 

and managed. This will provide increased transparency for report users and HITRUST to assist them in evaluating the 

maturing of their controls.

SOC 2 + HITRUST CSF, SOC 2 + HITRUST CSF + CSF Certification 
Options 

The SOC 2 + HITRUST and SOC 2 + HITRUST CSF + CSF Certification options are engagements that a service auditor 

performs in accordance with the Attestation Standards and the AICPA SOC 2®  Guide. The reports resulting from these 

engagements include three opinions: (1) an opinion about whether the description is presented in accordance with the 

description criteria in DC section 200, (2) an opinion on the design and operating effectiveness of the controls based on 

the applicable trust services criteria, and (3) an opinion on the design and operating effectiveness of the controls based on 

either the HITRUST CSF security certification criteria or on the HITRUST CSF comprehensive security criteria as scoped to 

the service organization. A report on a SOC 2 + HITRUST CSF engagement could be either a type 1 report (which covers 

whether the system description was presented in accordance with the description criteria in DC section 200 and the 

suitability of the design of the controls as of a date) or a type 2 report (which covers whether the system description was 

presented in accordance with the description criteria in DC section 200, the suitability of the design of the controls and 

the operating effectiveness of the controls through a period of time); a SOC 2 + HITRUST CSF + CSF certification could be 

issued only as a type 2 report.

Q: Who is the responsible party? 

A: Typically, management of the service organization is responsible for design and operation of the controls relevant to 

sensitive information.

Q: What is the subject matter? 

A: The service organization’s description of its system, the suitability of the design of the controls relevant to sensitive 

information, and (in a type 2 engagement) the operating effectiveness of those controls.

http://www.HITRUSTalliance.net
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Q: What are the suitable criteria for evaluating the suitability of design and operating effectiveness of the controls? 

A: There are two sets of suitable criteria. The criteria for security, availability, and confidentiality in the AICPA’s Trust Services 

Criteria comprise one set of suitable criteria. The second set of suitable criteria consists of the HITRUST CSF implementation 

requirements based on the service organization’s characteristics per HITRUST’s Organizational Factors (for example, sector, 

size, and complexity).

Q: One of the requirements of an attestation engagement under the Attestation Standards is that the criteria 

used to assess the subject matter be suitable. Does the HITRUST CSF meet the definition of suitable criteria as 

defined by the AICPA? 

A: Yes. The practitioner must have reason to believe that the subject matter is capable of evaluation against criteria that 

are suitable and available to users. Criteria are the standards or benchmarks used to measure and present the subject 

matter and against which the practitioner evaluates the subject matter. Suitable criteria must have each of the following 

attributes:

• Objectivity—Criteria are free from bias. 

• Measurability—Criteria permit reasonably consistent measurements, qualitative or quantitative, of subject matter. 

• Completeness—Criteria are complete when subject matter prepared in accordance with them does not   

         omit relevant factors that could reasonably be expected to affect decisions of the intended users made on    

         the basis of that subject matter. 

• Relevance—Criteria are relevant to the subject matter.

Criteria that are established or developed by groups composed of experts that follow due process procedures, including 

exposure of the proposed criteria for public comment, are ordinarily considered suitable. The HITRUST CSF has been 

developed by HITRUST in collaboration with security professionals following due process that includes a comment process 

and therefore meets the requirements for suitable criteria.

Because the criteria are made available to the users of the report in the SOC 2 + HITRUST CSF report, they also meet the 

requirement for available criteria.

Q: When performing and issuing either a SOC 2 + HITRUST CSF or a SOC 2 + HITRUST CSF + CSF Certification 

report, what is the difference between the opinion on the criteria for HITRUST CSF security certification and the 

criteria for a HITRUST CSF comprehensive security opinion? 

A: The difference really relates to scope. There are two reporting options on the HITRUST CSF opinion. HITRUST has 

prioritized a subset (for example, in v9 it is 75 controls) of the 135 security controls in the HITRUST CSF that are required to 

obtain HITRUST CSF certification. By assessing this subset of high risk controls (e.g., controls that address some of the most 

common sources of a data breach) and high interest controls (e.g., controls that support the NIST cybersecurity standards 

and requirements), a service organization can provide reasonable assurances about its overall cybersecurity program at 

a reasonable cost. The number of required controls has increased over time and is anticipated to continue to increase to 

provide more robust assurances as the risks to sensitive information also increase.
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The other opinion option is based upon all HITRUST CSF security controls. As noted in the previous paragraph, there are 

135 such controls. Although the level of effort required to opine on all 135 controls is greater, some users want to see 

progress towards meeting all the controls. Opining on all HITRUST CSF security controls will provide added assurances to an 

organization and their clients about the overall comprehensiveness of its security program. An Illustrative Report has been 

provided to reflect both reporting/opinion options.

Mapping 

The mapping of the HITRUST CSF criteria to the criteria in the Trust Services Criteria is provided to help service auditors 

achieve efficiencies by designing audit procedures that enable the service auditor to evaluate and opine on the design and 

effectiveness of controls to meet both sets of criteria. Use of the mapping is intended to reduce inefficiencies that could 

occur by performing an examination to obtain evidence about whether the service organization’s controls were suitably 

designed and operated effectively to meet the HITRUST CSF criteria and an entirely separate set of procedures performed 

to obtain evidence about whether the service organization’s controls were suitably designed and operated effectively to 

meet the applicable Trust Services Criteria.

Q: Is inclusion of the mapping mandatory in a SOC 2 + HITRUST CSF report? 

A: No, inclusion of the mapping is not required. However, a service auditor is encouraged to use the mapping when 

opining on only those controls required for HITRUST CSF certification or on all the HITRUST CSF security controls. The 

mapping identifies the HITRUST CSF criteria that are closely aligned with the applicable trust services criteria. Use of the 

mapping enables a service auditor to design and perform tests to obtain evidence about whether the service organization’s 

controls are suitably designed and operating effectively to meet the applicable trust services criteria and the related 

HITRUST CSF criteria. By leveraging the mapping, significant efficiencies may be achieved in planning and performing the 

SOC 2 + HITRUST CSF engagement. In addition, the resulting report will provide report users with information about the 

service organization’s controls through the lenses of both sets of criteria (applicable Trust Services Criteria and the HITRUST 

CSF Criteria).

Consideration should be given to identifying the controls (and tests of controls) that meet the criteria defined by both the 

applicable trust services criteria and the HITRUST CSF criteria. The mapping is a practice aid developed for this purpose.

Q: Which trust services criteria have been mapped to the HITRUST CSF criteria? 

A: The criteria for the security, availability, and confidentiality principles have been mapped to the HITRUST CSF criteria. The 

mapping of the privacy criteria to the HITRUST CSF criteria is slated for a future release.

Q: If the CPA is engaged to perform a SOC 2 + HITRUST CSF + CSF Certification examination, is the mapping of 

the required HITRUST CSF certification controls adequate for the Trust Services Criteria opinion which includes 

security, availability and confidentiality? 

A: The organization and CPA firm performing the examination will need to determine whether additional controls may 

need to be tested to meet the Trust Services Criteria for security, availability and confidentiality. Where additional controls 

will be needed, the mapping would identify additional controls that could be considered.
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Reporting 
 

Q: How are exceptions addressed in a SOC 2 + HITRUST CSF report? 

A: Any test exceptions are presented in the section of the SOC 2 report that includes the service organization’s control 

to which the exception relates, the corresponding applicable trust services criteria, and the relevant HITRUST CSF criteria. 

The service auditor should consider the effect of all testing exceptions (deviations) when determining whether the service 

organization met one or both sets of criteria. If the control deviations result in a modified opinion, they would also be 

disclosed in the relevant section of the opinion(s).

Q: In a SOC 2 + HITRUST CSF report, how does a modified opinion related to the applicable trust services 

criteria affect the opinion related to the HITRUST CSF criteria and vice versa? 

A: Service organization management is responsible for identifying the controls that are necessary to meet the applicable 

trust services criteria and the HITRUST CSF criteria. The service auditor performs procedures to obtain evidence about 

whether the controls are suitably designed and operating effectively to achieve the applicable trust services criteria (in 

combination with complementary user entity controls) and the HITRUST CSF criteria. If testing indicates that a service 

organization’s control does not meet those criteria, all criteria associated with the control would not be met. This is true 

regardless of which of the two sets of suitable criteria the criteria are associated with.

Other Considerations 
 

Q: Can any CPA issue a SOC 2 + HITRUST CSF report or a SOC 2 + HITRUST CSF + CSF certification report? Must 

the CPA also be an approved HITRUST CSF assessor firm to perform either a SOC 2 + HITRUST CSF engagement 

or a SOC 2 + HITRUST CSF + CSF certification engagement? 

A: In accordance with AT-C section 105 paragraph 27 of the Attestation Standards, the practitioner should be “satisfied 

that those persons who are to perform the engagement collectively have the appropriate competence and capabilities”. 

HITRUST offers specific training courses to practitioners interested in performing HITRUST CSF engagements. As noted in 

the next question, the HITRUST CSF is the intellectual property of HITRUST and use of that intellectual property is subject to 

licensing requirements established by HITRUST, including the use of the HITRUST CSF framework. As also noted in previous 

Q&As in this document, the HITRUST CSF certification process requires that the assessment be performed by an approved 

HITRUST CSF assessor firm.

Q: Are there licensing considerations when a CPA uses the HITRUST CSF in an engagement, including a SOC 2 + 

HITRUST CSF engagement? 

A: Yes, the HITRUST CSF is the intellectual property of HITRUST. HITRUST makes the HITRUST CSF available online for 

free download subject to certain terms and conditions. These terms and conditions permit download of the HITRUST 

CSF by a user of a SOC 2 + HITRUST CSF report. However, use of the HITRUST CSF framework by a professional service 

firm or professional in connection with the provision of services (or both), including use as a part of a SOC 2 + HITRUST 

CSF engagement, requires the professional service firm or professional (or both) to obtain a license from HITRUST. The 

practitioner should contact HITRUST at sales@hitrustalliance.net or by phone (1.855.HITRUST or 1.855.448.7878) to 

inquire about available licensing options.

http://sales@hitrustalliance.net
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