A Complete Implementation of the NIST
Cybersecurity Framework Based on the
HITRUST Approach

FAQs

FAQs are specific to this webinar. Visit our General FAQs here.

Q: It looks like the HITRUST CSF® does not encompass the entire HIPAA specifications, is that correct?
A: We cover the HIPAA security, data breach and privacy rules but not the other requirements in HIPAA related to insurance
portability and accountability.
Q: When will v10 be released?
A: Currently targeting Q3 2019.
Q: When was the NIST Cyber Framework published?
A: V1.1 was released on April 16, 2018.
Q: Is the HITRUST CSF v9.2 coming out in February?
A: It was released in Jan 2019.
Q: I am interested in learning more about HITRUST CSFBasics. What is the best approach to get more information?
A: HITRUST CSFBasics is currently undergoing the second phase of its pilot and will be fully incorporated into the HITRUST CSF v10
and available through HITRUST MyCSF 2.0.
Q: If we are already NIST compliant due to working with NYS DOH and getting approved for Medicaid Claims Data and
have undergone an audit for that purpose, what would be the next step to obtain the letter of certification from HITRUST®?
A: If you are a qualified entity, your organization is already undergoing a HITRUST CSF assessment with the intent to pursue certification. If
you are not a qualified entity, you would need to undergo a HITRUST CSF assessment.
Q: How does HITRUST differ from other certifying organizations such as TrustArc (aka TRUSTe) or OneTrust.
A: TrustArc is a for-profit technology compliance and security company based in San Francisco, California. The company provides
services to help corporations update their privacy management processes so they comply with government laws and best
practices (www.trustarc.com). OneTrust is the largest and most widely used dedicated privacy management technology platform
used by more than 2,000 customers to comply with data privacy regulations across sectors and jurisdictions, including the EU GDPR,
ePrivacy (Cookie Law), California Consumer Privacy Act (CCPA) and more (www.onetrust.com/company/about-us).
Q: Is there a plan to include the SOC for Cybersecurity as an authoritative source in the HITRUST CSF?
A: No. We fully align with the NIST Cybersecurity Framework.
Q: Is there a plan to include the California Consumer Privacy Act (CCPA) as part of the HITRUST CSF? If so, what is the timeframe?
A: Yes. Currently targeting Q2 2019.
Q: Is HITRUST going to update the HITRUST CSF to meet the recently updated NIST Risk Management Framework (RMF)?
A: The HITRUST CSF is an industry-level overlay of NIST SP 800-53, and we have yet to find anything in the NIST RMF
update that impacts the approach.
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Q: Does NIST acknowledge integration within the HITRUST CSF?
A: HITRUST and NIST did a joint webinar on the NIST Cybersecurity Framework back in 2016. The HITRUST CSF also provides the
foundation for an organization’s implementation of the NIST Cybersecurity Framework in joint public and private sector guidance,
which is available from the DHS US-CERT Cybersecurity Framework Website at
https://www.us-cert.gov/sites/default/files/c3vp/framework_guidance/HPH_Framework_Implementation_Guidance.pdf
Q: Where can we see an example of a HITRUST report specific to NIST certification?
A: A sample is available upon request.
Q: Is there a cost involved in using the HITRUST CSF? If we plan for getting certified in two years, can we skip NIST and use
the HITRUST CSF and only budget for the certification?
A: No, the CSF is free to download and use for organizations that wish to implement it. The HITRUST CSF should be used as the basis
for your organization’s information protection program. If the controls are appropriately scoped/tailored for and implemented
by your organization, you will achieve the outcomes specified in the NIST Cybersecurity Framework at the appropriate implementation
tier(s). If you decide to pursue certification, you will receive a HITRUST certification for your compliance with the NIST framework along
with your HITRUST CSF certification.
Q: Is there a free HITRUST training?
A: Not at this time. However, we have quite a few resources (such as whitepapers) available for download (https://hitrustalliance.net).
Q: Is there an ETA on v10?
A: Q3 2019.
Q: What is the difference between NIST and HITRUST?
A: NIST is a government standards development organization (SDO) that addresses many kinds of standards and HITRUST is a private
sector SDO that specializes in security and privacy.
Q: As part of the road map, is there any support for CCPA implementation guidance?
A: CCPA will be incorporated into HITRUST CSF v10, which is currently slated for release in Q3 2019.
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