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ORGANIZATION INFORMATION AND 
SCOPE OF THE ASSESSMENT 
WEBFORMS
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Summary: Organization Information and Scope of the 

Assessment Webforms

• Integrated into MyCSF and streamlined to reduce redundancy and enhance clarity of what is in scope
• Addition of automated checks and tool tips to avoid common scoping issues 
• Streamlined presentation of scope in a tabular format inclusive of both platforms and facilities in scope
• Easier identification of third-party service providers
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HOW TO COMPLETE THE 
ORGANIZATION INFORMATION 
WEBFORM

Assessed Entity Instructions
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Instructions: How to Complete the Organization Information Webform

Step 1 - The Assessed Entity should access the assessment in MyCSF and, within the assessment object, navigate to the 
Organization Information webform by clicking Organization Information on the left sidebar.
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Instructions: How to Complete the Organization Information Webform

Step 2 - The Assessed Entity should complete the Organization/Company Background section following the guidelines 
presented within the tool.  

Note: This section replaces the Organization and Industry Segment Overview from the offline Organizational Overview and Scope document that is 
no longer utilized.  This section will appear in the final report. Please review for spelling and grammar issues and ensure that the formatting isas you 
would like it to appear in the report.
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Instructions: How to Complete the Organization Information Webform

Step 3 - The Assessed Entity should complete the Overview of the Security Organization section following the guidelines 
presented within the tool.  

Note: This section replaces 
the Overview of the Security 
Organization from the offline 
Organizational Overview 
and Scope document that is 
no longer utilized. This 
section will appear in the 
final report.  Please review 
for spelling and grammar 
issues and ensure that the 
formatting is as you would 
like it to appear in the 
report.
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Instructions: How to Complete the Organization Information Webform

Step 5 – Complete the Primary 
Mailing Address Section including 
the Organization Name, 
Location(s) of the Organization, 
and Primary Mailing Address

Step 4 – Complete the Contact 
Information section including 
Contact Name, Title, Email, and 
Phone Number
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HOW TO COMPLETE THE SCOPE OF THE 
ASSESSMENT WEBFORM

Assessed Entity Instructions
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Instructions: How to Complete the Scope of the Assessment Webform

Step 1 - The Assessed Entity should access the assessment in MyCSF and, within the assessment object, navigate to the 
Scope of the Assessment webform by clicking Scope of the Assessment on the left sidebar.

Note: The Platforms/Systems, Facilities, and Services 
Outsourced entered within this webform will appear in 
the scoping section of the final report.
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Instructions: How to Complete the Scope of the Assessment Webform

Step 2a – To add an in-scope platform or system, the Assessed Entity should click 
the ADD button within the Platform/System section. 

Step 2b – Enter the platform or system name within the Platform Name field.
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Instructions: How to Complete the Scope of the Assessment Webform

Step 2c – Select the residing facility for the platform from the list of any facilities that have already been entered into the 
tool or click Add New if the residing facility has not yet been added.

Note: If you have clicked “Add New" skip to step 3b to view instructions for adding a facility. After the facility has been added, return to step 2c and select the facility 
from the list.
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Instructions: How to Complete the Scope of the Assessment Webform

Step 2d – Enter a description of the platform or system. The description should include relevant technical details around 
the platform (describing any exclusions), a description of the scope boundary (including any supporting infrastructure), and 
how the platform is accessed by the organization, the organization’s customers, and third-parties, if applicable.

http://www.hitrustalliance.net/


855.HITRUST (855.448.7878)

www.HITRUSTAlliance.net

© 2021 HITRUST All rights reserved. Any commercial uses or creations of derivative works based on this 
presentation are prohibited. No part of this publication may be reproduced or utilized other than being shared as 

is in full, in any form or by any means, electronical or mechanical, without HITRUST’s prior written permission.

Instructions: How to Complete the Scope of the Assessment Webform

Step 2e – Enter any applications, databases, and operating systems for the platform.   
Note: The Database(s)/Type(s) field is required to be filled out when an Application has been included. The Operating System(s) field is required to be filled out when either an 
application or database has been included.

Step 2f – Enter any exclusions from scope related to this platform.
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Instructions: How to Complete the Scope of the Assessment Webform

Step 3a – To add an in-scope facility, the Assessed Entity should 
click the ADD button within the Facilities section. 

Step 3b – Enter the facility name within the Facility Name field.
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Instructions: How to Complete the Scope of the Assessment Webform

Step 3c – Select the type of facility from the drop-down list.
Note: If you selected Office or Other, you may skip steps 3d and 3e.
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Instructions: How to Complete the Scope of the Assessment Webform

Step 3d – If the type of facility selected is Data Center, the Assessed Entity should indicate whether the data center is 
managed by a third-party to the Assessed Entity.

Step 3e – If the data center is managed by a third party, select the third party from the list of any third parties that have 
already been entered into the tool or click Add New… if the third party has not yet been added.
Note: If you clicked “Add New…”, skip to step 4b to view instructions for adding a third-party provider to the Services Outsourced for In Scope Platforms and Facilities 
table. After the third party has been added, return to step 3e and select the third party from the list.
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Instructions: How to Complete the Scope of the Assessment Webform

Step 3f – Enter the city, state, and country where the facility is located.
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Instructions: How to Complete the Scope of the Assessment Webform

Step 4a – To add a third-party provider, the Assessed Entity 
should click the ADD button within the Services Outsourced for 
In Scope Platforms/Systems and Facilities section.

Step 4b – Enter the third-party provider's name and a 
description of the services provided by the third party relevant 
to the in-scope platforms and facilities.

Note: Only outsourced services that impact the controls for an in scope platform should be included within this table.
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HOW TO REVIEW THE PRE-ASSESSMENT 
WEBFORMS

External Assessor Instructions
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Reviewing the Pre-Assessment

The External Assessor must review the Pre-Assessment webforms prior to validating requirement statement scoring in 
order to ensure that:

• The organization and scoping information entered by the Assessed Entity is ready to be included in the final report.

• The External Assessor understands the scope of the assessment.

• The factor responses appropriately represent the scoped environment.

The assessment will remain read-only to the External Assessor until all the Pre-Assessment pages have been approved.
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Instructions: How to Review the Pre-Assessment Webforms

Step 1 – After the Assessed Entity has 
submitted a domain or the entire 
assessment to the External Assessor, the 
External Assessor should access the 
assessment in MyCSF and, within the 
assessment object, navigate to the 
Organization Information webform.  

After reviewing the Organization / 
Company Background and Overview of 
the Security Organization for clarity, 
spelling, and grammar the External 
Assessor should click the      button to 
indicate that the content is ready to be 
included in the final report or the      
button to indicate that the content should 
be edited by the Assessed Entity.

Note: If the content is not approved, provide a rationale for disagreement to 
tell the Assessed Entity which updates are needed.  
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Instructions: How to Review the Pre-Assessment Webforms

Step 2 - The External Assessor should 
navigate to the Assessment Options 
page.  

After reviewing the selections made by 
the Assessed Entity on the Assessment 
Options page, the External Assessor 
should click the      button to indicate 
that they have reviewed and understand 
the selections made and the impact that 
they will have on the report or the      
button to indicate that there is a 
selection should be edited by the 
Assessed Entity.

Note: If the selections are not approved, provide a rationale for 
disagreement to tell the Assessed Entity which updates are needed.  

http://www.hitrustalliance.net/


855.HITRUST (855.448.7878)

www.HITRUSTAlliance.net

© 2021 HITRUST All rights reserved. Any commercial uses or creations of derivative works based on this 
presentation are prohibited. No part of this publication may be reproduced or utilized other than being shared as 

is in full, in any form or by any means, electronical or mechanical, without HITRUST’s prior written permission.

Instructions: How to Review the Pre-Assessment Webforms

Step 3 - The External Assessor should 
navigate to the Scope of the Assessment 
webform.

After reviewing the platforms/systems, 
facilities, and services outsourced entries 
within the Scope of the Assessment 
webform, the External Assessor should 
click the button to indicate that they 
have reviewed and understand the scope 
of the assessment and will conduct 
validation procedures based upon the 
defined scope or the button to indicate 
that there is scoping information that 
should be edited by the Assessed Entity.

Note: If the scope of the assessment is not approved, provide a rationale for 
disagreement to tell the Assessed Entity which updates are needed.  
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Instructions: How to Review the Pre-Assessment Webforms

Step 4 - The External Assessor should 
navigate to the Factors page.  

After reviewing the factor responses 
entered by the Assessed Entity on the 
Factor page, the External Assessor should 
click the      button to indicate that they 
have reviewed the factor responses and 
have determined that they appropriately 
represent the scoped environment based 
upon the factor definitions or the      
button to indicate that there is a factor 
response that should be edited by the 
Assessed Entity to better represent the 
scoped environment.

Note: If the factor responses are not approved, provide a rationale for 
disagreement to tell the Assessed Entity which updates are needed.  
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Instructions: How to Review the Pre-Assessment Webforms

Step 5 – As the External Assessor reviews the Organization Information, Assessment Options, Scope of the Assessment, 
and Factors, the results of the review will be indicated by if the page was not approved or by if the page was 
approved.

If any Pre-Assessment section was not approved, the External Assessor will see a link on the Assessment Homepage to 
Reject the Validated Assessment and send it back to the Subscriber. The External Assessor should click this link to send the 
assessment back to the Assessed Entity for necessary updates. The assessment will return to the Answering Assessment 
phase when rejected.
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Instructions: How to Review the Pre-Assessment Webforms

Step 6 – After the Assessed Entity has made necessary updates to the Pre-Assessment sections and submitted the 
assessment back to the External Assessor, the External Assessor should review each Pre-Assessment section previously 
rejected. Once all Pre-Assessment sections have been approved by the External Assessor, the assessment will no longer be 
read-only, and the External Assessor may validate scoring.
Note: If any sections are not approved by the External Assessor after resubmission by the Assessed Entity, the External Assessor can thumb down the Pre-Assessment and 
reject the assessment again. This can happen as many times as needed until the External Assessor has approved each pre-assessment section.
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