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HITRUST is committed to keeping the HITRUST CSF current to meet the needs of
organizations by regularly updating the HITRUST CSF to integrate and normalize
industry standards, requirements, and other authoritative sources.

Proactively updating the HITRUST CSF framework control library with the addition
of several key authoritative sources is an important part of the HITRUST cyber
threat-adaptive approach to keep the framework relevant, up-to-date, and reduce
risk. In addition, the power of Al in the HITRUST CSF development toolkit enables
adding and mapping new authoritative sources faster and more accurately than
ever.

Benefits of Adding Authoritative Sources to the HITRUST CSF

e Toremain current with evolving industry standards and regulations

e To keep the HITRUST CSF comprehensive so it meets multiple organizational needs

e Toinclude and harmonize emerging standards and mappings to stay ahead of cyber
threats

e To satisfy market demand for additional HITRUST Insights Reports

The HITRUST CSF v11.5.0 release contains the following enhancements:

Authoritative Source updates:

e Added Abu Dhabi Healthcare Information and Cyber Security (ADHICS) mapping
and selectable Compliance Factor, "Abu Dhabi Healthcare Information and Cyber
Security Standard (ADHICS)"

e Added Cyber Security Act of Singapore mapping and selectable Compliance Factor,
"Cybersecurity Act 2018 (Singapore)"

e Added Network and Information Security (NIS) Directive mapping and selectable
Compliance Factor, "Network and Information Security (NIS) Directive"

e Added NY Department of Health (DoH) Title 10 NYCRR Section 405.46 mapping and
selectable Compliance Factor, "NY DoH Title 10 Section 405.46"

e Added Singapore Monetary Authority of Singapore (MAS) Notice on Cyber Hygiene
mapping and selectable Compliance Factor, "Singapore MAS Notice on Cyber
Hygiene"

e Added Strategies to Mitigate Cybersecurity Incidents (Australia) mapping and
selectable Compliance Factor, “Strategies to Mitigate Cybersecurity Incidents
(Australia)”

e Added Texas ldentity Theft Enforcement and Protection Act, Chapter 521 of the
Texas Business and Commerce Code mapping and selectable Compliance Factor,
"Texas Business and Commerce Code Chapter 521"
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e Added UK Guidelines for Secure Al system development mapping and selectable
Compliance Factor, "UK Guidelines for Secure Al System Development"

e GovRAMP Readiness mapping and selectable Compliance Factor, "GovRAMP
Readiness"

e Refreshed COBIT mapping and selectable Compliance Factor, "COBIT 2019"
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Additional Information:

e Added selectable Compliance Factor, “NY DOH System Security Plan v5 Critical
Controls Attestation Overlay”

e The existing StateRAMP factor has been renamed “GovRAMP” consistent with the
organization’s rebranding.

Download the HITRUST CSF v11.5.0.
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https://hitrustalliance.net/hitrust-framework
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