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HITRUST Al Initiative Overview

HITRUST Al Initiative

HITRUST is leading the way with an industry first Al Assurance program, which will result in a certification
and easily consumable insight report. Working with industry leaders, we have adopted emerging Al
frameworks and tailored control requirements to work within MyCSF as part of an existing assessment of
information security controls to reduce overall effort, and provide a level of assurance over Al risk in
addition to sound security practices.

This presentation will show you how to use the CSF and/or MyCSF to begin utilizing Al risk management
controls in your organization, and stage for success as new deliverables such as a HITRUST Al certification
and insight reports are brought out.

Additionally, Al security controls will be introduced for later versions of the HITRUST CSF as those controls
are identified and solidified among Al pioneers.
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HITRUST CSF v11.20 Al Authoritative Sources

Currently, Al mappings to the following are included
* NIST AIRMF 1.0
* [SO 23894

e Also included as relevant Al mapping are controls from 1ISO 31000

Overall, there are over 300 Al relevant mappings, with up to 50 unique requirements included when
selecting the Al compliance factor in MyCSF assessments.
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Using the HITRUST CSF to Identify Al Controls

HITRUST CSF Al Control Identification

The HITRUST CSF version 11.20 download package contains a PDF of the CSF, in addition to an authoritative

source cross reference and introduction document. Organizations can easily download the HITRUST CSF and

utilize the framework free of charge for qualified organizations whose primary use will be to use the
framework for their organization.
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Using the HITRUST CSF to Identify Al Controls

Downloading the HITRUST CSF

HITRUST = — = Downloading the HITRUST CSF is easy.
‘ : * Go to our website hitrustalliance.net
* Follow the prompts from the top
navigation to Download the CSF

HITRUST CSF Relevant Resources

One Framework, One Assessment, Globally.

The foundation of all HITRUST programs and services is the HITRUST CSF, a certifiable framework that provides organizations a
comprehensive, flexible, and efficient approach to regulatory/standards compliance and risk management.

DOWNLOAD THE
HITRUST CSFV11.2.0
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Using the HITRUST CSF to Identify Al Controls

Understanding the CSF to Identify Al Controls
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P — i Starting with the authoritative
} (I T 15 [MANAGE 1.3 03.c Risk Mitigation i
T 1 03.a Risk Management Program Development source cross refe rence, naVIgate
' l o 13 L AN CN it 7 IMANAGE 1.4 03.b Performing Risk Assessments
o j}\::.'.'u‘.'-'.',::. g S 18 03.a Risk Management Program Development a Iong the bottom ta bS to the
oA B 19 MANAGE 2.1 03.a Risk Management Program Development
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324k et g o "« » .| MISTAIRMF1.0 | NIST Cybersecurity Framework v1 | NIST SP 800-171 r2 RMF control areas ma P ped to
- HITRUST controls. Take note of

the “HITRUST Control Reference”
in column B.
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Using the HITRUST CSF to Identify Al Controls

Using the CSF to Identify Al Controls

> GOVERN 2.1
T

00.a Information Security Management Program

03.a Risk Management Program Development

3 GOVERN 2.2

03.a Risk Management Program Development

Control Reference: 03.a Risk Manag "t Program D -

Control Specification

Organizations shall develop and Mantan & rsk Management program o Manage rsk

Factor Type Orgaruratcnal
Topics
Level 1 implamentation Requsr ements
Level 1 Organizational
Factors

Level 1 System Factors

Level 1 Regulatory Factors

FISMA
MITRUST De-ID Framework
Teuns Medical Records Privecy At
CMS Msrsrmum Secunty Requirements (Hgh
Hgh
o

Moder ate

Lervwd 1 implamaertaton
examgie

Tr OrGAnZALCN S MK MANEMENt DrOXam PCUGES COMCIVS of the risk
management process. management's Cearty stated level of acceptable nsk. Informed
Dy its role in e ontical infrastructure and busness-3pecic nsk analyus. the plan for
anapng operatonsl ek communicated 10 siakenciders. The Connection between the
sk MArageTent DOy e I OIgan § M MBQC PLArNE rOCeLses
GoOUMented b SsseLLment DrOCESLeSs BNd procedures. reguiar periormance of rek
assetsments MUgaton of Neks ientAed from rel assesiments and Freal MoNionng
procedcures. nsk iolerance Tresholds are defined for each category of nsk
reassessment of the rsk management poOACY 10 ensure management s stated level of

accepiabie nak & il sccuraie previcualy deaded upon secunty controly are st
Sppicabis and eflective. and 10 evalale e postlie sk vel Changes in he
SOVIONMANt. LEAatng T risk Mansgement pobcy # any of Tate elments Fave
changed. and repeating T risk management process pror 10 any signiicant change
after 8 sencus INCIdent. whenever 8 new Lgrvicant Nk factor is ientfied. or ot &
mirvmum anrualy

Control reference 3a
shown here.
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Next, search the control
reference in the HITRUST CSF
PDF to see the relevant control
text. There may be multiple
strengths of control, use the
guidance in the CSF to determine
strength based on organizational,
system, or regulatory factors.
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Using HITRUST MyCSF to Identify Al Controls

Using MyCSF — Al Compliance Factor on r2 Assessment

ijSF

Assessment Options

Organization Information

Scope of the Assessment

Default Scoring Profile

Factors

B Assessment

01-
02 -
03 -
04-

Information Protection Program
Endpoint Protection
Portable Media Security

Mobile Device Security

- Wireless Security

- Configuration Management
= Vulnerability Management
- Network Protection

- Transmission Protection

- Password Management

- Access Control

- Audit Logging & Monitoring

- Education, Training and

Awareness

4 - Third Party Assurance

- Incident Management

- Business Continuity & Disaster

[C] HITRUST De-ID Framework

D Banking Requirements

[CJ 23NYCRR500

(O] poPA (Singapore)

D Data Governance Framework

(] ™MARs-Ev22

[J vADirective 6500

(] 1s031000:2018

[J NisTsP800-171r2 4

[J cAcivilCode§1798.81.5

[] Fedramp

(] coer

[ ccpa

D Supplemental Requirements

[ 1sorEC 27001:2022

D NY OHIP Moderate-plus Security Baselines

v5.0

D Legacy Inheritance Support

[ Hipaa

Organizations using an r2
assessment or a targeted
0] ernac assessment on v11.2 or later can
choose to include the currently
available controls identified by
HITRUST and referencing NIST
B and ISO Al specifications.

[J 21¢cFrPart11

D DirectTrust

D Community Supplemental Requirements 002

I:I ISO/IEC 27002:2022

[:] Artificial Intelligence Risk Management

[] Hicp

[J Ni1sTSP800-53R4 A7
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Using HITRUST MyCSF to Identify Al Controls

Using MyCSF — Al Control Preview

These controls are available for
My CSE — VE ACTION PLANS s v R review prior to inclusion in your
assessment by selecting the

Organization Information D Data Governance Framework D Supplemental Requirements D Community Supplemental Requirements 002
. . .

“Preview Changes” function in
Default Scoring Profile . . . . .

[ MArs-Ev22 [] 1sonec 27001:2022 [ 1s0/1EC 27002:2022
MyCSF

.
Assessment ) ) )
D VA Directive 6500 D NY OHIP Moderate-plus Security Baselines Artificial Intelligence Risk Management
v5.0

- Information Protection Program
= Endpoint Protection

fErre Media Secikily [ 1s031000:2018 [J Legacy Inheritance Support [ Hicp
- Mobile Device Security

- Wireless Security

- Configuration Management D NISTSP 800-171r2 A" D HIPAA A~ D NIST SP 800-53 R4

- Vulnerability Management

= Network Protection D NIST SP 800-53 R5 A~ D FedRAMP A7 Ontario Personal Health Information
- Transmission Protection = Protection Act ~* a

- Password Management
- Access Control
- Audit Logging & Monitoring

= Education, Training and
Awareness

- Third Party Assurance REFRESH ASSESSMENT > . PREVIEW CHANGES

- Incident Management

s Corp. Privacy Policy

- Business Continuity & Dis © 2024 HITRUST S
Do
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Using HITRUST MyCSF to Identify Al Controls

Using MyCSF — Al Control Preview

MyCSF will provide a quick view
of the control changes in your
selection, and if selected, you
can apply the changes to your

The table below outlines the keyfdlffet"elwces to this assessment's Control Requirements and/or lllustrative assessment. It also allows you
Procedures resulting from the change(s) that you are previewing. Download the detailed comparison report .
o e . L B to download a complete listing
to see the detailed list of differences. Click "Apply Changes" to apply the change that you are previewing. )
of the new requirements and

mappings.

SUMMARIZED DIFFERENCES

Control Requirements Added 48
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Using HITRUST MyCSF to Identify Al Controls

MyCSF — Control Preview Spreadsheet

Requirement ID M Area Impacted R@ Record Moditied

01.03a1S0238940rganizational.12 Assessment Control Requirement Added E
01.03a1S0238940rganizational.12 Library Mapping Added 4: 4
01.03a1S0238940rganizational.12 Library Mapping Added NIST Al RMF 1.0\GOVERN 1
01.03a1S0238940rganizational.12 Library Mapping Added NIST Al RMF 1.0\GOVERN 2.
01.03a1S0238940rganizational.12 Library Mapping Added 4

This view shows the added, removed, or modified control requirements
and mappings based on the Al factor inclusion.
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Using HITRUST MyCSF to Identify Al Controls

MyCSF — Generate a Targeted Al Assessment

ITRUST DEMOS
MRTIFICIAL INTELLIGENCE VERSION 11.2
JARGETED ASSESSMENT (TC)

 Name & Security

51 Admin & Scoping

?] Assessment

/ Corrective Action Plans

B Documents

General
) Inheritance

[?) HITRUST CSF Reports

ASSESSMENT OPTIONS

Select a Preset (Optional)

TARGETED

Will this assessment be submitted to HITRUST for certification consideration? *

Assessment Type *

Current state assessment targeted to specific authoritative sources (tC)

Selected HITRUST CSF Assessment:

© 2024 HITRUST Services Corp. CONFIDENTIAL AND PROPRIETARY

Customers interested in only
the Al controls from various
frameworks can include them
in a specially configured
“Targeted, Current State (tC)”
assessment. Configuration
options shown here.
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Using HITRUST MyCSF to Identify Al Controls

MyCSF — Generate a Targeted Al Assessment

Customers interested in only
the Al controls from various
frameworks can include them
in a specially configured
“Targeted, Current State (tC)”
assessment. Configuration
o options shown here.

€ tbmeme MARS-E v2.2

N MITRUST CSF Reports

/' Cerrective Action Plans

NIST Al RMF 1.0

NIST Cybersecurity Framework v1.1

NIST SP800-171r2
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Using HITRUST MyCSF to Identify Al Controls

MyCSF — Generate an Al Scorecard

Customers completing a MyCSF
ANALYTICS = CORRECTIVE ACTION PLARS - ADMINISTRATION assessment can see how they
are performing relative to the
Al controls included in the

ANALYTICS assessment. Navigate

Organization to "Analytics" and click on the
HITRUST DEMOS - "reports" tab as shown
Dashboard Custom Dashboard Reports Compliance Packs here. SeIeCt the "AUthorltative

Source Report Cards."

“-‘.\ Administrative Details and Factors Report

‘“'.\ Assessment Report (Column)

By
L.-" Assessment Report

L_-’: Authoritative Source Report Cards
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Using HITRUST MyCSF to Identify Al Controls

MyCSF - See Results with an Al Scorecard

elect an Assessment: | Al visual clone of 11_2 r2 2024 b Select the Authoritative Source: | NIST Al RMF 1.0

100% v

. &

HITRUST NIST Al RMF 1.0 Scores for Al visual clone of 11_2 r2 2024

NIST Al RMF 1.0 Section

GOVERN 1.2

GOVERN 1.4

GOVERN 1.5

GOVERN 1.7

Sta i Maturity Scores

The organization’s risk management program includes: objectives of the risk 100 100 | 100 | 50 | 50
process. g s clearly stated level of acceptable risk, informed by
its role i in the critical infrastructure and business-specific risk analysis; the plan for
perati risk to the ion between the
risk policy and the organization’s strategic planning processes; documented
risk assessment processes and p dures; regular per of risk

of risks identified from risk and threat itoring procedures; risk
tolerance thresholds are defined for each category of risk. reassessment of the risk
management policy to ensure management’s stated level of acceptable risk is still
accurate, previously decided upon security controls are still applicable and effective, and
to evaluate the possible risk level changes in the environment; updating the risk
management policy if any of these elements have changed; and repeating the risk
management process prior to any significant change. after a serious incident, whenever a
new si risk factor is i ified, or at a mini annually.

9!

The organization’s risk management program includes: objectives of the risk 100 | 100 | 100 | 50 | 50
process: s clearly stated level of acceptable risk, informed by
its role in the critical infrastructure and business- specnfc risk analysis; the plan for
P risk ¢ ated to the connection between the
risk g policy and the ization's strategic planning processes; documented
nsk assessment processes and procedures; regular performance of nsk assessments;
of risks identified from risk and threat i  risk
tolerance thresholds are defined for each category of risk; reassessment ol the risk
management policy to ensure management’s stated level of acceptable risk is still
accurate, previously decided upon security controls are still applicable and effective, and
to evaluate the possible risk level changes in the environment; updating the risk
management policy if any of these have changed; and ing the risk
management process prior to any significant change. after a serious incident, whenever a
new significant risk factor is identified, or at a minimum annually,

The organization’s risk management program includes: objectives of the risk 100|100 | 100 | 50 | 50
process. s clearly stated level of acceptable risk, informed by
its role i in the critical infrastructure and busmess speclﬁc risk analysis. the plan for
P | risk dto Iders: the ion between the
risk policy and the organization’s strategic planning processes; documented
nsk assessment processes and procedures; regular performance of nsk assessmen!s
of risks identified from risk and threat it g pre  risk
tolerance thresholds are defined for each category of risk. reassessment of the risk
management policy to ensure management's stated level of acceptable risk is still
accurate, previously decided upon security controls are still applicable and effective, and
to evaluate the possible risk level changes in the environment, updating the risk
management policy if any of these elements have changed: and repeating the risk
management process prior to any significant change, after a serious incident, whenever a
new signi risk factor is i ified. or at a minit annually.

The izati risk that address all the major objectives ofthe 1007517512510
HITRUST CSF. Risk are i and |denhfy security risks to

the ization. Risk aretobe p d at planned intervals and when

major changes occur in the environment, and the results reviewed annually.
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Use the drop down menus to
select your assessment
containing the Al requirements,
and then select the Al source
"NIST Al RMF 1.0" or others.
This will show completed
scoring and status of those
relevant Al requirement
statements.
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Thank you



	Slide 1: AI Elements in HITRUST CSF v11.2.0
	Slide 2: HITRUST AI Initiative Overview
	Slide 3
	Slide 4
	Slide 5: Using the HITRUST CSF to Identify AI Controls
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10: Using HITRUST MyCSF to Identify AI Controls
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19: Thank you

