Shared Responsibility Matrix

FAQs

Q: Does the Shared Responsibility Model/Matrix address controls that may be met by the cloud service provider (CSP) but
need to be configured appropriately by the tenant?
A: According to the HITRUST Shared Responsibility (SR) Model/Matrix, there are technical control requirements that are partially
shared between the CSP and their tenant stemming from the different perspectives by each party.
From the tenant’s perspective, the CSP has some responsibility for offering and enabling (with minimal or no disruption) the
cloud services needed by the tenant. However, the tenant maintains the primary responsibility of ensuring appropriate access,
configuration, and use of these cloud services by the tenant’s personnel to ensure compliance with their own internal security and
privacy policies, processes, and control requirements.
Conversely, from the CSP’s perspective, the CSP is primarily responsible for compliance with their own internal policies, processes,
and control requirements, ensuring that the appropriate security and privacy measures are implemented so as to not increase
the tenant’s overall risk exposure for the subset of virtual or hardware technologies contained within the tenant’s cloud-hosted
environment that are only accessed, configured, and used by the CSP’s personnel.
Q: Will HITRUST be addressing with the CSPs the benefit of adding regulatory controls to their baselines so that assessed
entities can fully benefit from inheritance and not have some controls being inherited while still needing to use a SOC2 for
the remainder?
A: CSPs are solely responsible for the scope of their HITRUST assessments, including any regulatory factors that they choose
to include in their scope. HITRUST does not mandate which regulations CSPs must comply with, especially given that an
organization’s regulatory compliance obligations may be driven by a number of various business factors. However, although
HITRUST doesn’t stipulate which regulations a CSP must comply, we are in a position to specify which requirements a CSP
must meet to become HITRUST CSF Certified. CSPs who wish to demonstrate their respect for the regulations to which their
customers (and in many cases themselves by extension) are subject will likely want to include various regulatory factors in the
scope of their assessments to make it as easy as possible for their customers to do business with them. HITRUST encourages
tenants to engage with their CSPs about their own compliance requirements.
Q: Was the Matrix developed for more than just HITRUST?
A: The HITRUST SR Matrix v1.0 release is the application of the HITRUST SR Model to HITRUST CSF versions 9.1, 9.2, and 9.3, but the
HITRUST SR Model was designed to be applicable to any control within any other control framework authoritative source.
Q: Is there any plan for how to share our organizations’ inheritable controls with organizations that aren’t HITRUST customers?
A: CSPs are (and will continue to be) permitted to inform their customers which HITRUST CSF control references and associated
control specifications are inheritable for the cloud services they offer. Inheritability of the underlying control requirement
statements and the associated maturity scores will then be made accessible via the MyCSF portal for the purpose of undergoing
a HITRUST assessment because it pertains to the unique scoping and other risk factors specific to the particular CSP’s inheritable
assessment that the tenant would like to inherit from.
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Q: Can you elaborate more on the inheritance of the controls?
A: The concept of inheritance of assessment results falls under the larger umbrella concept of using the work of others (i.e., other
HITRUST assessors) during a validated assessment effort in lieu of direct testing. Please refer to the following sources of guidance related
to using the work of others:
•

“Relying on the Work of Others” webinar and accompanying FAQs

•

“Using the Work of Others” section of the HITRUST CSF Assurance Program Requirements

Additional guidance can be found here:
•

HITRUST CSF Inheritance Program Datasheet

•

HITRUST MyCSF User Guide: Section 8, Inheriting a Requirement Statement

Q: I understand that you have several requirements statements spill over to the CSPs, but what are you saying the SR
Matrix allows us to do? Up until now, we had to validate that CSPs met the requirement statements, which is not easy. How
does the Matrix change this?
A: The SR Matrix and Model bring clarity to the questions of control responsibility when a CSP is utilized. Specifically, the SR
Matrix and Model bring an industry-guided set of standardized core principles and common terminology to assist tenants in
understanding the scope of control responsibilities that are owned by the CSP versus those that are shared between the tenant
and CSP.
The SR Program is also working with CSPs and tenants to streamline the control inheritance process such that tenants can easily
acquire the information needed to complete their HITRUST assessments from their providers. The aspects of CSP requirements
owned by the CSPs are already tested in the CSP’s validated assessments and do not need to be individually validated by each
of the CSP’s tenants – instead, those requirements’ testing results can be inherited into the tenants’ assessments via MyCSF.
Q: We are in the process of completing the resolution of items defined in the self-assessment process; going forward, how
would we address/include these controls?
A: We would encourage all assessed entities to work closely with their CSPs regarding control responsibilities, including what can
be inherited from the CSP’s current HITRUST assessment. As the CSPs develop their own matrices and pilot projects utilizing those
matrices, HITRUST will publish additional guidance on the usage of CSP matrices as part of a validated assessment.
Assessed entities’ HITRUST strategy should include the enumeration of all HITRUST CSF requirements included in their assessment
that are performed – partially or in full – by a third party (CSP or otherwise). Assessed entities should then work with their
assessors to devise a scoring and assessment strategy that accurately reflects the third party’s performance (or non-performance)
of each identified requirement. This scoring and assessment strategy could include:
•

Including the third party’s control maturity scores for these requirements from the third party’s HITRUST CSF
assessment via MyCSF,

•

Placing reliance on any third-party attestation reports available which included the testing of these requirements,

•

Direct testing of these requirements in the third party’s environment, or

•

Scoring the Process and Implemented PRISMA levels at 0%/non-compliance for that third party’s performance of
these requirements (necessary if the three options above are not possible).
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Q: Many control requirement statements may have multiple requirement elements, or multiple evidence asks in the
illustrative procedures to be tested or to obtain evidence for. Will the Matrix eventually have that level of detail?
A: As part of the HITRUST SR Matrix Early-Adopter Program, one of the objectives is to incorporate the elements contained in the
Policy Illustrative Procedures into CSP’s SR Matrices.
Until the Matrix is updated to include this level of detail, it’s more important to remember that the CSPs’ assessors are being
held to the same standards as the tenants’ assessors, one of which is to evaluate all five PRISMA control maturity levels for all
applicable HITRUST CSF implementation specifications listed in the HITRUST CSF requirements’ illustrative procedures.
Q: Is the Matrix applicable only to HITRUST CSF v10?
A: No, the SR Matrix v1.0 release comes with full cross-version compatibility support for HITRUST CSF versions 9.1, 9.2, and 9.3. It
will also support any future HITRUST CSF 9.x updates and provide input on the control design and revision in the development
of HITRUST CSF v10 to ensure clarity is sufficient when sharing security and privacy responsibility in the cloud.
Q: If a requirement statement is listed as fully/partially inheritable, but it isn’t in scope for the CSP’s HITRUST assessment,
how should that be addressed by the tenant and/or CSP during the tenant’s HITRUST assessment?
A: For these requirement statements, the following options exist:
•

Because many such requirements may be added as a result of adding potentially discretionary regulatory factors,
the number of requirements in this bucket can be reduced or completely eliminated by removal of the associated
regulatory factor driving their inclusion. However, we acknowledge that this may not be possible given the
business context of the assessed entity’s HITRUST assessment.

•

Attempt to gain comfort over the CSP’s performance of these requirements through placing reliance on other
third-party attestation reports made available by the CSP. Although, we acknowledge that other third-party
attestation reports may not be as detailed as a HITRUST CSF Validated Report with Certification.

•

Attempt to gain comfort over the CSP’s performance of these requirements through direct testing of these
requirements in the CSP’s environment. However, we acknowledge that not all CSPs will support this approach.

•

Score the Process and Implemented PRISMA levels for these requirements as 0%/non-compliant for the CSPperformed portion(s) of these requirements (necessary if the above options are not possible).

Regardless of which of the above strategies are employed, we encourage you to inform your CSP that you’d like them to include
these requirements in their future HITRUST validated assessment efforts so that you can inherit their results.
It’s worth noting that, once the providers build their own matrices, this shouldn’t be an issue. It could be assumed that CSPs
would build their matrices using their current HITRUST CSF Validated Assessment Report, so it would only show requirement
statements that were either not inheritable, partially, or fully inheritable.
Q: Do you anticipate that an organization that is inheriting controls would be able to optimize, speed up, or reduce the
cost of their own HITRUST CSF Certification?
A: Yes. The control inheritance process will be streamlined with improved operational efficiency and scalability upon completion
of the pilot rollout of the HITRUST SR Matrix to integrate into the assessment process and with the build-out of new operational
capabilities that uplift the HITRUST CSF Assurance and External Inheritance Programs supported by HITRUST MyCSF tooling
automation enhancements.
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Q: What is the need for control requirement inheritance? Can the CSP’s HITRUST CSF Certification Letter not be enough?
A: The CSP’s HITRUST CSF Letter of Certification is not enough to place reliance on a CSP’s performance of HITRUST CSF
requirements in the context of a HITRUST validated assessment. The reason being that HITRUST CSF Letters of Certification do
not contain the:
•

Requirements assessed in the CSP’s validated assessment, or

•

Control maturity scores related to the CSP’s performance for those requirements.

These two missing data points are essential to devising a validated assessment strategy involving the use of the work of other
assessors. These two data points are only accessible in full through:
•

Inheritance of the CSP’s assessment results via MyCSF,

•

Reliance on the CSP’s complete HITRUST CSF Validated Report with Certification, or

•

To a lesser extent, reliance on other of the CSP’s third-party attestation reports inclusive of testing of CSF-relevant
requirements.

This goes to the very core of the SR program and why a matrix is needed; a letter itself does nothing to reduce the burden on the
tenant and, if anything, only makes the work of fulfilling due diligence requirements more complex.
Additional guidance can be found here:
•

HITRUST CSF Inheritance Program Datasheet

•

HITRUST MyCSF User Guide: Section 8, Inheriting a Requirement Statement

Q: Are the CSP’s changes to the standard inheritance model a self-attestation? Will they be reviewed by and approved by a
third-party assessor?
A: Currently, there is no plan to require CSPs to provide a formal self-attestation for their customized SR Matrices. However, there is
an opportunity to incorporate the CSP’s customized Matrix into a customer’s cloud service contract, which may hold an equivalent
level of assurance.
While CSPs may customize their matrices however they wish, they must still meet the core HITRUST controls to earn HITRUST CSF
Certification and they must be certified to enable tenant inheritance in the MyCSF platform.
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